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Abstract—The growing complexity of modern Cyber-Physical
Systems (CPS) and the frequent communication between their
components make them vulnerable to malicious attacks. As a
result, secure state estimation is a critical requirement for the
control of these systems. Many existing secure state estimation
methods suffer from combinatorial complexity which grows with
the number of states and sensors in the system. This complexity
can be mitigated using optimization-based methods that relax
the original state estimation problem, although at the cost of
optimality as these methods often identify attack-free sensors
as attacked. In this paper, we propose a new scalable, in
terms of the number of states and sensors it can handle, and
optimal graph-search algorithm to correctly identify malicious
attacks in CPS modeled as linear time-invariant systems and
to securely estimate their state. The graph consists of layers,
each one containing two nodes capturing a truth assignment of
any given sensor, and directed edges connecting adjacent layers
only. Then, our algorithm searches the layers of this graph
incrementally, favoring directions at higher layers with more
attack-free assignments, while actively managing a repository of
nodes to be expanded at later iterations. The proposed search
bias and the ability to revisit nodes in the repository and self-
correct, allow our graph-search algorithm to reach the optimal
assignment faster and tackle larger problems. We show that our
algorithm is complete and optimal provided that process and
measurement noises do not dominate the attack signal. Moreover,
we provide numerical simulations that demonstrate the ability of
our algorithm to correctly identify attacked sensors and securely
reconstruct the state. Our simulations show that our method
outperforms existing algorithms both in terms of optimality and
execution time.
I. INTRODUCTION
Cyber-Physical Systems (CPS) are networked systems con-
sisting of embedded physical components, such as sensors and
actuators, and computational components, such as controllers.
Recently, CPS have been successfully utilized in many large-
scale applications, including power network control, industrial
manufacturing processes, and traffic control. However, the
growing complexity of modern CPS and the frequent com-
munication between their components make them vulnerable
to malicious attacks. Such attacks often manipulate the state
of the system by injecting faulty data through compromised
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sensors, leading to undesirable feedback control signals. Re-
cently, cyber-attacks have been responsible for some incidents
of modern safety-critical automobiles [1]–[3] and UAVs [4],
and even worse, catastrophic losses of large-scale systems [5],
[6]. Therefore, developing attack-resilient methods for secure
state estimation in CPS recently gained significant attention
[7], [8].
In this paper, we consider CPS modeled as linear time-
invariant systems, where a subset of sensors is subject to
malicious attacks represented as attack vectors added to the
measurements. Our goal is to detect the attacked sensors fast
and use the attack-free sensors to accurately estimate the state.
In this context, secure state estimation is closely related to
robust control [9], [10], where the control design is subject
to process and measurement noise, modeled as an unknown
disturbance that is bounded or follows some probability dis-
tribution. Nevertheless, such assumptions on the noise restrict
the general application of robust control methods for secure
state estimation, since it is difficult to predict the attacker’s
attack strategy. Similarly, fault tolerant control methods [11],
[12] focus on internal faults with known failure modes and
statistical properties, rather than arbitrary adversarial attacks.
Secure state estimation under specific attack signals has been
investigated in [13]–[19].
Compared to the literature discussed above, here we do
not impose any assumptions on the type of the attack sig-
nal, which can be arbitrary. We assume that the number of
attacked sensors is smaller than an upper bound, which is
necessary to ensure observability of the attacked system that
is needed to reconstruct the state. Under this assumption,
we propose a new scalable and optimal graph search-based
algorithm to correctly identify malicious attacks in CPS and
securely estimate their state, when the power of attack signals
exceeds a certatin threshold. The graph consists of layers,
each one containing two nodes capturing a truth assignment
of any given sensor, and directed edges connecting adjacent
layers only. Then, our algorithm searches the layers of this
graph incrementally, favoring directions with more attack-
free assignments and higher layer, while actively managing
a repository of nodes which are intentionally delayed to be
expanded. The combination of search bias, intentional delayed
expansion and the ability to self-correct allow our graph-search
algorithm to reach the optimal assignment fast and tackle
a larger problem. Assuming that process and measurement
noise does not dominate the attack signal, we show that our
algorithm is complete and optimal meaning that it will find
a feasible attack assignment, if one exists, which does not
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2incorrectly identify any attack-free sensor as attacked. Finally,
we provide numerical simulations that show that our method
outperforms existing algorithms both in terms of optimality
and execution time.
Most closely related to the method proposed in this paper
is the work in [20]–[27], which exploits the measurement
within a finite-length time window to conduct state estimation.
Specifically, [20] considers discrete-time LTI systems without
noise and provides necessary and sufficient conditions under
which the state of the system can be reconstructed when a
subset of the sensors are under attack. The idea is to formulate
the secure state estimation problem as an `0 minimization
problem that is computationally expensive, and then relax it
into an `1/`r problem that can be efficiently solved using
convex optimization. This approach mitigates the combina-
torial complexity of relevant methods in [28]–[30]. However,
`0 and `1/`r optimization are not always equivalent, thus the
proposed relaxation can result in incorrect state estimates. The
work in [21] extends this method to LTI systems where process
and measurement noises are considered in the presence of
malicious attacks, and formulates the `0 optimization problem
for state estimation as a mixed integer linear program (MILP).
However, MILPs are NP-hard, limiting the scalability of the
proposed method. Analytic bounds on the state-estimation
error for the proposed `0 state estimator and its convex `1
relaxation in the presence of noise are derived in [22], [23],
where it is shown that using relaxation results in inaccurate
estimation. The work in [24] provides similar necessary and
sufficient conditions for continuous-time LTI systems, and
proposes two methods to estimate the state involving the
observability Gramian and the Luenberger observer. However,
both methods are computationally expensive. Another different
type of approaches based on Satisfiability Modulo Theory
(SMT) is proposed in [25]–[27], that formulates the secure
state estimation problem as a satisfiability problem subject
to Boolean constraints and convex constraints over real state
variables. The proposed algorithm combines SMT solvers to
obtain a possible attack assignment for the sensors with convex
optimization methods to check whether this assignment is
valid given the dynamical system equations. If not, certificates
are generated to impose additional constraints on the SMT
solver, until a feasible solution is obtained. Due to the formu-
lation as a feasibility problem, the solution is not guaranteed
to be optimal even in the absence or process and measurement
noise. Compared to the literature discussed above, our graph-
search method is provably optimal, meaning it identifies the
true attack assignment and does not incorrectly identify attack-
free sensors as attacked. Moreover, our numerical experiments
show that our method compares favorably to existing methods
in terms of execution time. This is due to the proposed search
bias that favors directions at higher layers with more attack-
free assignments and the ability of our algorithm to self-correct
by managing a repository of nodes that can be expanded at
later iterations if needed.
The rest of the paper is organized as follows. Section II
provides the problem formulation. In Section III, we present
the proposed graph-search algorithm for secure state estima-
tion, and examine its completeness, optimality, and complexity
in Section IV. Finally, comparative numerical simulations are
shown in Section V, while Section 6 concludes the paper.
II. PROBLEM FORMULATION
A. Linear Dynamical Systems under Attack
Consider the linear time-invariant dynamical system:
x(t+ 1) = Ax(t) +Bu(t) + v(t),
y(t) = Cx(t) + e(t) + w(t).
(1)
where x(t) ∈ Rn,u(t) ∈ Rm, and y(t) ∈ Rp denote the
state vector, control vector, and measurement vector obtained
from p sensors at time instant t, respectively;1 A,B,C are
system matrices with appropriate dimensions; v(t) and w(t)
represent the process noise and measurement noise at time t;
and e(t) ∈ Rp is an attack vector so that if the i-th element
ei(t) of e(t) is non-zero then sensor i is under attack, and is
attack-free otherwise. In what follows, we assume that the set
of sensors that the attacker has access to does not change over
time. Moreover, let |supp(e(t))| denote the number of attacked
sensors, where supp(e(t)) ⊆ {1, ..., p} denotes the support of
the vector e(t) ∈ Rp, that is the set of indices that correspond
to non-zero elements in e(t), | · | denotes the cardinality of a
set.
In this paper, we do not consider the case where the actu-
ators are under attack, thus, all the control inputs are known
and we can subtract their effect from the dynamical equations
due to linearity. Therefore, for simplicity, we set the matrix
B to be zero. Given T measurements y(t− T + 1), . . . ,y(t)
that are subject to attack vectors e(t− T + 1), . . . , e(t), we
can express them as a function of the states x(t− T + 1) as:
Yt,T (t) = OT x(t− T + 1) + et,T (t) + wt,T (t) (2)
where
Yt,T (t) =

y(t− T + 1)
y(t− T + 2)
...
y(t)
 , OT =

C
CA
...
CAT−1
 ,
et,T (t) =

e(t− T + 1)
e(t− T + 2)
...
e(t)
 ,
and
wt,T (t) =

w(t− T + 1)
Cv(t− T + 1) + w(t− T + 2)
C
∑2
i=1A
2−iv(t− T + i) + w(t− T + 3)
...
C
∑T−1
i=1 A
T−1−iv(t− T + i) + w(t)
 .
The term et,T (t) denotes the attack vector, and with a slight
abuse of notation, wt,T (t) represents noise vectors, including
1In this paper, symbols R,N,B denote the set of real, natural and Boolean
numbers, respectively.
3both the process and measurement noise. If the system is
noiseless and attack-free, equation (2) becomes
Yt,T (t) = OT x(t− T + 1). (3)
As is shown in [20], for noiseless systems that are under attack,
we can reconstruct the state from T measurements when s
sensors are under attack if and only if
|supp(Cx) ∪ supp(CAx) ∪ . . . ∪ supp(CAT−1x)| > 2s,
∀x ∈ R \ {0} .
Therefore, there is an upper limit on the number of attacked
sensors, denoted by s¯, beyond which states can not be correctly
estimated. This limit depends on the system matrices A and
C. In this paper, we assume the number of attacked sensors
is less than or equal to s¯, i.e., |supp(e(t))| ≤ s¯, and s¯ is
assumed to be known a priori, a common assumption used in
relevant work. Furthermore, we assume the system described
in (1) is 2s¯-sparse observable, which means the system is still
observable after any 2s¯ sensors are removed. As shown in
[20], [25], it is impossible to correctly estimate the state if
dp/2e or more sensors are attacked. Thus, s¯ ≤ p/2. Besides
these assumptions, we do not impose additional constraints on
the attack vector, which can be arbitrary and unbounded.
Moreover, let I ⊆ {1, . . . , p} be a subset of sensors
and define by y(t)|I the vector composed of elements of
y(t) indexed by the set I. Then, we can define the set of
measurements corresponding to sensors in the set I as
Yt,T (t)|I =

y(t− T + 1)|I
y(t− T + 2)|I
...
y(t)|I
 .
Considering only measurements from sensors indexed by the
set I, (2) can be rewritten as
Yt,T (t)|I = OT |I x(t− T + 1) + et,T (t)|I + wt,T (t)|I .
For notational simplicity, we use YI ,OI , eI ,wI to de-
note Yt,T (t)|I , OT |I , et,T (t)|I ,wt,T (t)|I and x to denote
x(t − T + 1) when these notations are clear from the con-
text. Moreover, when I = {i}, for i ∈ {1, . . . , p}, is a
singleton, we use the notations Yi,Oi, ei,wi. Finally, we
assume that the noise term wt,T (t) is upper bounded. This
is a reasonable assumption since, otherwise, it is impossible
to estimate the state. Specifically, we assume that ‖wi‖ ≤ wi,
for ∀t ∈ N, T ∈ {1, . . . , n} , i ∈ {1, . . . , p}, where ‖·‖ is `2-
norm of a vector. Similarly, ‖wI‖2 ≤ w2I =
∑
i∈I w
2
i and
w2 =
∑p
i=1 w
2
i .
B. Secure State Estimation
Let b = (b1, . . . , bp) be a vector of binary variables such
that bi = 1 if sensor i is under attack and bi = 0, otherwise.
Let x0 and b0 denote the true state and the true attack
assignment at time t − T + 1, respectively. Assuming the
|supp(b0)| ≤ s¯, our goal is to find the attack assignment b∗
that satisfies b∗ = b0, and use the attack-free sensors in b∗ to
reconstruct the state. Specifically, we formulate the following
problem.
Problem 1: Consider the linear dynamical system in (1) that
is under attack. Determine the optimal state vector and attack
assignment (x∗,b∗) ∈ Rn × Bp that solve the optimization
problem
min
(x,b)∈Rn×Bp
|supp(b)| (4)
s.t. ‖YI −OIx‖2 ≤ wI +
√
, (4a)
|supp(b)| ≤ s¯, (4b)
where s¯ is the maximum allowable number of attacked sensors
in order to reconstruct states, I = {1, . . . , p} \ supp(b), and 
is the acceptable numerical accuracy in the solution specified
by the user, which serves as the stopping criterion of numerical
iterations.
As shown in [25], if the noise and solution accuracy are
zero, i.e., if wi = 0 and  = 0, and if the system is 2s¯-
sparse observable, then any assignment b with supp(b) ⊆
supp(b0) and |supp(b)| ≤ s¯ is a feasible assignment,
where supp(b) is the complement of the set supp(b), i.e.,
supp(b) = {1, . . . , n} \ supp(b). In words, a feasible solution
to Problem 1 correctly identifies all attacked sensors, but it
can also incorrectly treat attack-free sensors as attacked. As
shown in [31], if the noise and solution accuracy are zero,
then the solution to Problem 1 correctly identifies the true
attack assignment, i.e., it satisfies b∗ = b0. However, in the
presence of noise and non-zero solution accuracy, a feasible
solution to Problem 1 can incorrectly identify attacked sensors
as attack-free if the corresponding attack signal is undetectable
meaning that its effect can be hidden by the noise and solution
accuracy. 2 Similarly, if the noise is relatively large or the
solution accuracy is low, then, some attack-free sensors may
be incorrectly treated as being under attack. Nevertheless, if
the attack vector is strong enough so that it can not be hidden
by noise and solution accuracy, then it is reasonable to expect
that the solution to Problem 1 coincides with the true attack.
The discussion above on attack detection in the presence of
noise is also supported by the theoretical analysis in [23]. The
following proposition quantifies this discussion in the current
problem formulation.
However, before we show this result, we provide some
necessary definitions. Let x′ be any reachable state of the
system (1). Then, using the noiseless and attack-free model
in (3), we can get T measurements Y′ = Ox′. Let x˜ denote
the solution of the problem minx∈Rn‖Y′−Ox‖ for the given
x′. Then, we can define the solution accuracy ∗ as
∗ = inf{ | ‖Y′ −Ox˜‖ ≤ √,∀x′}. (5)
In other words, ∗ is a uniform lower bound on  so that for any
x′ the solution x˜ of the problem minx∈Rn‖Y′−Ox‖ satisfies
‖Y′ − Ox˜‖ ≤ √∗. If  < ∗, then this constraint can not
be satisfied. Now, consider a set I containing only attack-free
sensors. Then, the solution x¯ to the problem minx∈Rn‖Y′I −
OIx‖ also satisfies ‖Y′I−OI x¯‖ ≤
√
∗. The reason is that for
x˜, we have ‖Y′I−OI x˜‖ ≤ ‖Y′−Ox˜‖, and ‖Y′−Ox˜‖ ≤
√
∗
by definition of ∗. Therefore, ‖Y′I−OI x˜‖ ≤
√
∗. Moreover,
2Typically, noise is the main factor that can hide the effect of an attack
signal.
4since x¯ is the minimizer of ‖Y′I − OIx‖, we have ‖Y′I −
OI x¯‖ ≤ ‖Y′I−OI x˜‖. We conclude that ‖Y′I−OI x¯‖ ≤
√
∗.
Proposition 2.1: Let the linear system in (1) be 2s¯-sparse
observable and let the number of attacked sensors be less than
or equal to s¯. Moreover, let  = ∗, i.e., the lower bound
defined in (5). If the attack signal satisfies
‖ei‖ >
(
2√
1−∆s
)
w +
√
√
1−∆s
, (6)
where
∆s = max
Γ⊂I⊂{1,...,p}
|Γ|≤s¯,|I|≥p−s¯
λmax

(∑
i∈Γ
OTi Oi
)(∑
i∈I
OTi Oi
)−1 ,
and λmax(·) is the maximal eigenvalue of a matrix, then b0
is the unique optimal solution of Problem 1.
Proof: First, we show that if there is an attacked sensor
in the index set I with |I| ≥ p − s¯, when (6) is satisfied,
minx∈Rn‖YI −OIx‖ ≤ wI +
√
 does not hold anymore. It
is shown in Theorem IV.3 in [25] that if there is an attacked
sensor in the index set I with |I| ≥ p− s¯, for which the attack
signal satisfies (6), then the following inequalities hold,
‖YI −OIx‖
≥ (‖(I −OIO+I )eI‖ − ‖(I −OIO+I )wI‖)
2
, (7)
and
‖(I −OIO+I )eI‖ − ‖(I −OIO+I )wI‖ > wI +
√
, (8)
where O+I = (OTIOI)−1OTI , I is the identity matrix, and (7)
corresponds to (13) and (8) is the second to last inequality
in (14) in [25]. It’s worth noting that the right-hand side of
constraint (4a) takes the form wI +  in equation (8) in [25].
However, this reformulation does not invalidate the theoretical
results in [25], since the derivation of inequalities (7) and (8) is
irrelevant to any form of constraint (4a). Thus, combining (7)
and (8), we have that minx∈Rn‖YI −OIx‖ ≤ wI +
√
 does
not hold anymore. Therefore, the set I should only include
attack-free sensors. This implies that when (6) is satisfied, any
feasible solution b of Problem 1 needs to correctly identify
all attacked sensors, i.e., supp(b0) ⊆ supp(b), and therefore
|supp(b0)| ≤ |supp(b)|.
In what follows, we show that the converse is also true,
i.e., that any assignment b that satisfies supp(b0) ⊆ supp(b)
and |supp(b)| ≤ s¯ is a feasible solution to Problem 1,
provided that (6) is satisfied. Then, we can conclude that since
b = b0 satisfies supp(b0) ⊆ supp(b) and |supp(b)| ≤ s¯
with equality, b0 is a feasible and in fact the optimal solution
to Problem 1. Moreover, since b0 is a binary vector, there
is no other assignment b that satisfies supp(b0) ⊆ supp(b)
and |supp(b)| ≤ s¯ with equality. Therefore, b0 is the unique
optimal solution to Problem 1. Note that if  < ∗, then it is
possible that an assignment b satisfies supp(b0) ⊆ supp(b)
and |supp(b)| ≤ s¯ but does not satisfy the constraint (4a).
Therefore, constraint (6) is a necessary condition.
To show that any assignment b that satisfies supp(b0) ⊆
supp(b) and |supp(b)| ≤ s¯ is a feasible solution to Problem 1,
note first that if all sensors in the set I = supp(b) are
0
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level 2
<latexit sha1_base64="68HeGVNffBlWUNfY/yOSHUTHcSA=">AAAB+HicbVBNS8NAEN34WetHox69BIvgQUpSBD0 WvXisYD+gDWWznbRLN5uwOynW0F/ixYMiXv0p3vw3btsctPXBwOO9GWbmBYngGl3321pb39jc2i7sFHf39g9K9uFRU8epYtBgsYhVO6AaBJfQQI4C2okCGgUCWsHodua3xqA0j+UDThLwIzqQPOSMopF6dqmL8IiZgDGIafei2rPLbsWdw1klX k7KJEe9Z391+zFLI5DIBNW647kJ+hlVyJmAabGbakgoG9EBdAyVNALtZ/PDp86ZUfpOGCtTEp25+nsio5HWkygwnRHFoV72ZuJ/XifF8NrPuExSBMkWi8JUOBg7sxScPlfAUEwMoUxxc6vDhlRRhiarognBW355lTSrFc+tePeX5dpNHkeBnJ BTck48ckVq5I7USYMwkpJn8krerCfrxXq3Phata1Y+c0z+wPr8AdKjkyw=</latexit><latexit sha1_base64="68HeGVNffBlWUNfY/yOSHUTHcSA=">AAAB+HicbVBNS8NAEN34WetHox69BIvgQUpSBD0 WvXisYD+gDWWznbRLN5uwOynW0F/ixYMiXv0p3vw3btsctPXBwOO9GWbmBYngGl3321pb39jc2i7sFHf39g9K9uFRU8epYtBgsYhVO6AaBJfQQI4C2okCGgUCWsHodua3xqA0j+UDThLwIzqQPOSMopF6dqmL8IiZgDGIafei2rPLbsWdw1klX k7KJEe9Z391+zFLI5DIBNW647kJ+hlVyJmAabGbakgoG9EBdAyVNALtZ/PDp86ZUfpOGCtTEp25+nsio5HWkygwnRHFoV72ZuJ/XifF8NrPuExSBMkWi8JUOBg7sxScPlfAUEwMoUxxc6vDhlRRhiarognBW355lTSrFc+tePeX5dpNHkeBnJ BTck48ckVq5I7USYMwkpJn8krerCfrxXq3Phata1Y+c0z+wPr8AdKjkyw=</latexit><latexit sha1_base64="68HeGVNffBlWUNfY/yOSHUTHcSA=">AAAB+HicbVBNS8NAEN34WetHox69BIvgQUpSBD0 WvXisYD+gDWWznbRLN5uwOynW0F/ixYMiXv0p3vw3btsctPXBwOO9GWbmBYngGl3321pb39jc2i7sFHf39g9K9uFRU8epYtBgsYhVO6AaBJfQQI4C2okCGgUCWsHodua3xqA0j+UDThLwIzqQPOSMopF6dqmL8IiZgDGIafei2rPLbsWdw1klX k7KJEe9Z391+zFLI5DIBNW647kJ+hlVyJmAabGbakgoG9EBdAyVNALtZ/PDp86ZUfpOGCtTEp25+nsio5HWkygwnRHFoV72ZuJ/XifF8NrPuExSBMkWi8JUOBg7sxScPlfAUEwMoUxxc6vDhlRRhiarognBW355lTSrFc+tePeX5dpNHkeBnJ BTck48ckVq5I7USYMwkpJn8krerCfrxXq3Phata1Y+c0z+wPr8AdKjkyw=</latexit><latexit sha1_base64="68HeGVNffBlWUNfY/yOSHUTHcSA=">AAAB+HicbVBNS8NAEN34WetHox69BIvgQUpSBD0 WvXisYD+gDWWznbRLN5uwOynW0F/ixYMiXv0p3vw3btsctPXBwOO9GWbmBYngGl3321pb39jc2i7sFHf39g9K9uFRU8epYtBgsYhVO6AaBJfQQI4C2okCGgUCWsHodua3xqA0j+UDThLwIzqQPOSMopF6dqmL8IiZgDGIafei2rPLbsWdw1klX k7KJEe9Z391+zFLI5DIBNW647kJ+hlVyJmAabGbakgoG9EBdAyVNALtZ/PDp86ZUfpOGCtTEp25+nsio5HWkygwnRHFoV72ZuJ/XifF8NrPuExSBMkWi8JUOBg7sxScPlfAUEwMoUxxc6vDhlRRhiarognBW355lTSrFc+tePeX5dpNHkeBnJ BTck48ckVq5I7USYMwkpJn8krerCfrxXq3Phata1Y+c0z+wPr8AdKjkyw=</latexit>
level p
<latexit sha1_base64="L51oOv1GpUYtHw7nlyljyE2Xuzw=">AAAB+HicbVDLSgNBEJyNrxgfWfXoZTAIHiTsiqD HoBePEcwDkiXMTnqTIbMPZnqDccmXePGgiFc/xZt/4yTZgyYWNBRV3XR3+YkUGh3n2yqsrW9sbhW3Szu7e/tl++CwqeNUcWjwWMaq7TMNUkTQQIES2okCFvoSWv7odua3xqC0iKMHnCTghWwQiUBwhkbq2eUuwiNmEsYgp93zpGdXnKozB10l bk4qJEe9Z391+zFPQ4iQS6Z1x3US9DKmUHAJ01I31ZAwPmID6BgasRC0l80Pn9JTo/RpECtTEdK5+nsiY6HWk9A3nSHDoV72ZuJ/XifF4NrLRJSkCBFfLApSSTGmsxRoXyjgKCeGMK6EuZXyIVOMo8mqZEJwl19eJc2LqutU3fvLSu0mj6NIj skJOSMuuSI1ckfqpEE4SckzeSVv1pP1Yr1bH4vWgpXPHJE/sD5/ADCqk2o=</latexit><latexit sha1_base64="L51oOv1GpUYtHw7nlyljyE2Xuzw=">AAAB+HicbVDLSgNBEJyNrxgfWfXoZTAIHiTsiqD HoBePEcwDkiXMTnqTIbMPZnqDccmXePGgiFc/xZt/4yTZgyYWNBRV3XR3+YkUGh3n2yqsrW9sbhW3Szu7e/tl++CwqeNUcWjwWMaq7TMNUkTQQIES2okCFvoSWv7odua3xqC0iKMHnCTghWwQiUBwhkbq2eUuwiNmEsYgp93zpGdXnKozB10l bk4qJEe9Z391+zFPQ4iQS6Z1x3US9DKmUHAJ01I31ZAwPmID6BgasRC0l80Pn9JTo/RpECtTEdK5+nsiY6HWk9A3nSHDoV72ZuJ/XifF4NrLRJSkCBFfLApSSTGmsxRoXyjgKCeGMK6EuZXyIVOMo8mqZEJwl19eJc2LqutU3fvLSu0mj6NIj skJOSMuuSI1ckfqpEE4SckzeSVv1pP1Yr1bH4vWgpXPHJE/sD5/ADCqk2o=</latexit><latexit sha1_base64="L51oOv1GpUYtHw7nlyljyE2Xuzw=">AAAB+HicbVDLSgNBEJyNrxgfWfXoZTAIHiTsiqD HoBePEcwDkiXMTnqTIbMPZnqDccmXePGgiFc/xZt/4yTZgyYWNBRV3XR3+YkUGh3n2yqsrW9sbhW3Szu7e/tl++CwqeNUcWjwWMaq7TMNUkTQQIES2okCFvoSWv7odua3xqC0iKMHnCTghWwQiUBwhkbq2eUuwiNmEsYgp93zpGdXnKozB10l bk4qJEe9Z391+zFPQ4iQS6Z1x3US9DKmUHAJ01I31ZAwPmID6BgasRC0l80Pn9JTo/RpECtTEdK5+nsiY6HWk9A3nSHDoV72ZuJ/XifF4NrLRJSkCBFfLApSSTGmsxRoXyjgKCeGMK6EuZXyIVOMo8mqZEJwl19eJc2LqutU3fvLSu0mj6NIj skJOSMuuSI1ckfqpEE4SckzeSVv1pP1Yr1bH4vWgpXPHJE/sD5/ADCqk2o=</latexit><latexit sha1_base64="L51oOv1GpUYtHw7nlyljyE2Xuzw=">AAAB+HicbVDLSgNBEJyNrxgfWfXoZTAIHiTsiqD HoBePEcwDkiXMTnqTIbMPZnqDccmXePGgiFc/xZt/4yTZgyYWNBRV3XR3+YkUGh3n2yqsrW9sbhW3Szu7e/tl++CwqeNUcWjwWMaq7TMNUkTQQIES2okCFvoSWv7odua3xqC0iKMHnCTghWwQiUBwhkbq2eUuwiNmEsYgp93zpGdXnKozB10l bk4qJEe9Z391+zFPQ4iQS6Z1x3US9DKmUHAJ01I31ZAwPmID6BgasRC0l80Pn9JTo/RpECtTEdK5+nsiY6HWk9A3nSHDoV72ZuJ/XifF4NrLRJSkCBFfLApSSTGmsxRoXyjgKCeGMK6EuZXyIVOMo8mqZEJwl19eJc2LqutU3fvLSu0mj6NIj skJOSMuuSI1ckfqpEE4SckzeSVv1pP1Yr1bH4vWgpXPHJE/sD5/ADCqk2o=</latexit>
level p  1
<latexit sha1_base64="R7/zh2+IZIm0uJSdYdMVL/x+FTU=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16CRbBg5ZEBD0 WvXisYD+gCWWznbRLNx/sTqol9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5fiK4Qtv+Ngorq2vrG8XN0tb2zu6eWd5vqjiVDBosFrFs+1SB4BE0kKOAdiKBhr6Alj+8mfqtEUjF4+gexwl4Ie1HPOCMopa6ZtlFeMRMwAjExD1NzpyuWbGr9gzWM nFyUiE56l3zy+3FLA0hQiaoUh3HTtDLqETOBExKbqogoWxI+9DRNKIhKC+bnT6xjrXSs4JY6orQmqm/JzIaKjUOfd0ZUhyoRW8q/ud1UgyuvIxHSYoQsfmiIBUWxtY0B6vHJTAUY00ok1zfarEBlZShTqukQ3AWX14mzfOqY1edu4tK7TqPo0g OyRE5IQ65JDVyS+qkQRh5IM/klbwZT8aL8W58zFsLRj5zQP7A+PwBFfCT3A==</latexit><latexit sha1_base64="R7/zh2+IZIm0uJSdYdMVL/x+FTU=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16CRbBg5ZEBD0 WvXisYD+gCWWznbRLNx/sTqol9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5fiK4Qtv+Ngorq2vrG8XN0tb2zu6eWd5vqjiVDBosFrFs+1SB4BE0kKOAdiKBhr6Alj+8mfqtEUjF4+gexwl4Ie1HPOCMopa6ZtlFeMRMwAjExD1NzpyuWbGr9gzWM nFyUiE56l3zy+3FLA0hQiaoUh3HTtDLqETOBExKbqogoWxI+9DRNKIhKC+bnT6xjrXSs4JY6orQmqm/JzIaKjUOfd0ZUhyoRW8q/ud1UgyuvIxHSYoQsfmiIBUWxtY0B6vHJTAUY00ok1zfarEBlZShTqukQ3AWX14mzfOqY1edu4tK7TqPo0g OyRE5IQ65JDVyS+qkQRh5IM/klbwZT8aL8W58zFsLRj5zQP7A+PwBFfCT3A==</latexit><latexit sha1_base64="R7/zh2+IZIm0uJSdYdMVL/x+FTU=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16CRbBg5ZEBD0 WvXisYD+gCWWznbRLNx/sTqol9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5fiK4Qtv+Ngorq2vrG8XN0tb2zu6eWd5vqjiVDBosFrFs+1SB4BE0kKOAdiKBhr6Alj+8mfqtEUjF4+gexwl4Ie1HPOCMopa6ZtlFeMRMwAjExD1NzpyuWbGr9gzWM nFyUiE56l3zy+3FLA0hQiaoUh3HTtDLqETOBExKbqogoWxI+9DRNKIhKC+bnT6xjrXSs4JY6orQmqm/JzIaKjUOfd0ZUhyoRW8q/ud1UgyuvIxHSYoQsfmiIBUWxtY0B6vHJTAUY00ok1zfarEBlZShTqukQ3AWX14mzfOqY1edu4tK7TqPo0g OyRE5IQ65JDVyS+qkQRh5IM/klbwZT8aL8W58zFsLRj5zQP7A+PwBFfCT3A==</latexit><latexit sha1_base64="R7/zh2+IZIm0uJSdYdMVL/x+FTU=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16CRbBg5ZEBD0 WvXisYD+gCWWznbRLNx/sTqol9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5fiK4Qtv+Ngorq2vrG8XN0tb2zu6eWd5vqjiVDBosFrFs+1SB4BE0kKOAdiKBhr6Alj+8mfqtEUjF4+gexwl4Ie1HPOCMopa6ZtlFeMRMwAjExD1NzpyuWbGr9gzWM nFyUiE56l3zy+3FLA0hQiaoUh3HTtDLqETOBExKbqogoWxI+9DRNKIhKC+bnT6xjrXSs4JY6orQmqm/JzIaKjUOfd0ZUhyoRW8q/ud1UgyuvIxHSYoQsfmiIBUWxtY0B6vHJTAUY00ok1zfarEBlZShTqukQ3AWX14mzfOqY1edu4tK7TqPo0g OyRE5IQ65JDVyS+qkQRh5IM/klbwZT8aL8W58zFsLRj5zQP7A+PwBFfCT3A==</latexit>
level 0
<latexit sha1_base64="6okUZE2bbcecfqjAYczmhXrBERw=">AAAB+HicbVDLSgNBEJyNrxgfWfXoZTAIHiTsiqDH oBePEcwDkiXMTnqTIbMPZnqDccmXePGgiFc/xZt/4yTZgyYWNBRV3XR3+YkUGh3n2yqsrW9sbhW3Szu7e/tl++CwqeNUcWjwWMaq7TMNUkTQQIES2okCFvoSWv7odua3xqC0iKMHnCTghWwQiUBwhkbq2eUuwiNmEsYgp91zp2dXnKozB10lbk4q JEe9Z391+zFPQ4iQS6Z1x3US9DKmUHAJ01I31ZAwPmID6BgasRC0l80Pn9JTo/RpECtTEdK5+nsiY6HWk9A3nSHDoV72ZuJ/XifF4NrLRJSkCBFfLApSSTGmsxRoXyjgKCeGMK6EuZXyIVOMo8mqZEJwl19eJc2LqutU3fvLSu0mj6NIjskJOSM uuSI1ckfqpEE4SckzeSVv1pP1Yr1bH4vWgpXPHJE/sD5/AM+bkyo=</latexit><latexit sha1_base64="6okUZE2bbcecfqjAYczmhXrBERw=">AAAB+HicbVDLSgNBEJyNrxgfWfXoZTAIHiTsiqDH oBePEcwDkiXMTnqTIbMPZnqDccmXePGgiFc/xZt/4yTZgyYWNBRV3XR3+YkUGh3n2yqsrW9sbhW3Szu7e/tl++CwqeNUcWjwWMaq7TMNUkTQQIES2okCFvoSWv7odua3xqC0iKMHnCTghWwQiUBwhkbq2eUuwiNmEsYgp91zp2dXnKozB10lbk4q JEe9Z391+zFPQ4iQS6Z1x3US9DKmUHAJ01I31ZAwPmID6BgasRC0l80Pn9JTo/RpECtTEdK5+nsiY6HWk9A3nSHDoV72ZuJ/XifF4NrLRJSkCBFfLApSSTGmsxRoXyjgKCeGMK6EuZXyIVOMo8mqZEJwl19eJc2LqutU3fvLSu0mj6NIjskJOSM uuSI1ckfqpEE4SckzeSVv1pP1Yr1bH4vWgpXPHJE/sD5/AM+bkyo=</latexit><latexit sha1_base64="6okUZE2bbcecfqjAYczmhXrBERw=">AAAB+HicbVDLSgNBEJyNrxgfWfXoZTAIHiTsiqDH oBePEcwDkiXMTnqTIbMPZnqDccmXePGgiFc/xZt/4yTZgyYWNBRV3XR3+YkUGh3n2yqsrW9sbhW3Szu7e/tl++CwqeNUcWjwWMaq7TMNUkTQQIES2okCFvoSWv7odua3xqC0iKMHnCTghWwQiUBwhkbq2eUuwiNmEsYgp91zp2dXnKozB10lbk4q JEe9Z391+zFPQ4iQS6Z1x3US9DKmUHAJ01I31ZAwPmID6BgasRC0l80Pn9JTo/RpECtTEdK5+nsiY6HWk9A3nSHDoV72ZuJ/XifF4NrLRJSkCBFfLApSSTGmsxRoXyjgKCeGMK6EuZXyIVOMo8mqZEJwl19eJc2LqutU3fvLSu0mj6NIjskJOSM uuSI1ckfqpEE4SckzeSVv1pP1Yr1bH4vWgpXPHJE/sD5/AM+bkyo=</latexit><latexit sha1_base64="6okUZE2bbcecfqjAYczmhXrBERw=">AAAB+HicbVDLSgNBEJyNrxgfWfXoZTAIHiTsiqDH oBePEcwDkiXMTnqTIbMPZnqDccmXePGgiFc/xZt/4yTZgyYWNBRV3XR3+YkUGh3n2yqsrW9sbhW3Szu7e/tl++CwqeNUcWjwWMaq7TMNUkTQQIES2okCFvoSWv7odua3xqC0iKMHnCTghWwQiUBwhkbq2eUuwiNmEsYgp91zp2dXnKozB10lbk4q JEe9Z391+zFPQ4iQS6Z1x3US9DKmUHAJ01I31ZAwPmID6BgasRC0l80Pn9JTo/RpECtTEdK5+nsiY6HWk9A3nSHDoV72ZuJ/XifF4NrLRJSkCBFfLApSSTGmsxRoXyjgKCeGMK6EuZXyIVOMo8mqZEJwl19eJc2LqutU3fvLSu0mj6NIjskJOSM uuSI1ckfqpEE4SckzeSVv1pP1Yr1bH4vWgpXPHJE/sD5/AM+bkyo=</latexit>
Fig. 1. Graph capturing possible sensor attack assignments. The black square
at level 0 represents the root. Each sensor corresponds to one level. There are
only two outgoing edges from each node, except the two at the highest level,
all pointing towards nodes in the adjacent higher level. The red path stands
for one possible full assignment b = 0, 1, . . . , 1, 0, with some intermediate
values omitted.
attack-free, we have that YI = OIx0 + wI for the true
state x0. Moreover, using the true state x0, we can generate
measurements Y′I = OIx0 according to the noiseless and
attack-free model in (3). Combining those two equations we
get YI = Y′I + wI . By definition of 
∗, we have that
min
x∈Rn
‖YI −OIx−wI‖ = min
x∈Rn
‖Y′I −OIx‖ ≤
√
∗, (9)
where we have used the fact that YI = Y′I+wI . Since by the
triangle inequality ‖YI−OIx‖ ≤ ‖YI−OIx−wI‖+‖wI‖,
and wI is irrelevant to the minimization over x, we have
min
x∈Rn
‖YI −OIx‖ ≤ min
x∈Rn
‖YI −OIx−wI‖+ ‖wI‖.
(10)
Finally, combining (9) and (10), we get
min
x∈Rn
‖YI −OIx‖ ≤ ‖wI‖+
√
∗.
Thus, providing (6) holds, if the assignment b satisfies
supp(b0) ⊆ supp(b), then I = supp(b) satisfies the con-
straint (4a), completing the proof.
III. GRAPH SEARCH-BASED SECURE STATE ESTIMATION
In this section, we propose a graph search algorithm that
incrementally assigns a truth value to each binary variable
in b. Specifically, our algorithm searches for the true attack
assignment on a directed graph with p+1 levels and 2 nodes on
each level, see Fig. 1. The graph is initialized with an artificial
root to provide a unique starting point. This root corresponds to
level 0. Each level except level 0 captures the truth assignment
of one sensor, so that the nodes with values 1 and 0 at this level
indicate whether this sensor is under attack or not, respectively.
The edges in this graph connect nodes in adjacent levels only,
and all edges point towards a higher level. A path starting from
level 1 and ending at level p corresponds to a possible attack
assignment b. Throughout the rest of this paper, we refer to
the partial and full assignment when part of or all of p sensors
are assigned, respectively.
5The key idea of the proposed algorithm is to prioritize
search along paths in the graph that contain more attack-free
sensors. Search along these paths returns sensor assignments
with more 0 entries that minimize the objective in (4). To
decide whether a partial/full assignment is valid, our algorithm
also checks the feasibility of the system of linear equations
YI = OIx, as per the constraints in (4a).3 During the
early stages of the search, this system of equations is un-
derdetermined, therefore, it is possible that attacked sensors
are incorrectly treated as attack-free. However, as the search
progresses, more sensors are assigned 0 values, which reduces
the dimension of the kernel space of the system of linear
equations YI = OIx, making the search less tolerant to
such mistakes. To see this, assume that the observation matrix
OI has full rank and the corresponding partial assignment is
correct. Then, all subsequent sensors will also be correctly
assigned. This is because, if attacked sensors are incorrectly
identified as attack-free, then the system of linear equations
YI = OIx will become inconsistent. On the other hand, if
the observation matrix has full rank and the corresponding
partial assignment is wrong, then the search along this path
will terminate immediately as soon as the next sensor assigned
0 is added to the system of equations YI = OIx, making
it inconsistent. Together with prioritizing search along paths
that contain more attack-free sensors to minimize the objective
in (4), the proposed algorithm also actively manages a reposi-
tory of nodes whose exploration is deliberately postponed until
there is need to correct a search that early on has made an
incorrect sensor assignment. The combination of search bias
and the ability to self-correct allow our graph-search algorithm
to identify the true attack assignment fast.
Before presenting our algorithm, we introduce the infor-
mation that a node needs to store and the resulting order
between any two nodes. We first associate with every node a 5-
tuple (level, value, parent, I, residual), where: (i) level = l
indicates that this node corresponds to the l-th sensor except
when l = 0 which corresponds to the artificial root; (ii)
value = 1 means that the l-th sensor is under attack and
value = 0 means that the l-th sensor is attack-free; (iii)
parent denotes the parent node of the l-th sensor obtained
from level l−1; (iv) I is the set of levels with value 0 (attack-
free sensors) from level 1 to level l. The set I and the value
level together provide complete knowledge of the truth assign-
ments of the first l sensors, and they also contain information
about the objective (4) and the satisfaction of constraint (4b);
(v) residual = 0 if the inequality minx∈Rn‖YI − OIx‖ ≤
wI +
√
 holds, otherwise residual = 1. We can tell from
residual whether the current attack assignment of the first l
sensors satisfies constraint (4a). Next, with the help of the 5-
tuple, we define an ordering between two nodes v and v′ in the
graph as follows. We say v = v′ if v.value = v′.value and
v.level = v′.level. That is, two nodes are treated as equivalent
if they correspond to the same sensor and have identical
Boolean values, as shown in Fig. 1. Moreover, we use the
lexicographical order to compare any two nodes. Specifically,
3Here, I only includes sensors that have been assigned and assigned as
attack-free.
Algorithm 1 Graph-Search for Secure State Estimation
Input: measurements Y, observation matrix O,
number of sensors p, noise bound wi,
i ∈ {1, . . . , p}, solution accuracy 
Output: estimated state x,
indices of attacked sensor I
1: node.level ← 0; node.value ← 1; node.parent ←
None; node.I ← ∅; node.residual = 0
2: frontier ← {node}; explored ← ∅; repo ← ∅
3: while true do
4: if Empty(frontier) and Empty(repo) then
5: return failure
6: if Empty(frontier) then
7: frontier.put(repo.get())
8: explored ← ∅
9: node ← frontier.get()
10: if node.level = p then
11: return argminx∈Rn ‖YI −OIx‖2, node.I
12: explored.add(node)
13: foreach id ∈ [0, 1] do
14: child← GetChild(node, id,Y,O, wi, )
15: if child.residual = 0 then
16: if child.level − |child.I| ≥ dp/2e then
17: continue
18: if child ∈ frontier or explored then
19: repo.put(child)
20: continue
21: else
22: frontier.put(child)
we define v > v′ if v.level − |v.I| < v′.level − |v′.I| or
(v.level− |v.I| = v′.level− |v′.I|)∧ (v.level > v′.level). In
words, ordering of nodes is first determined by the number
of attacked sensors in the paths leading to those nodes,
so that fewer attacked sensors in these paths correspond to
nodes with higher priority. This is because the goal of the
algorithm is to find the true attack assignment and avoid
incorrect assignments. On the other hand, if the paths leading
to two nodes contain the same number of attacked sensors,
ordering is determined by the levels of these nodes; higher
level corresponds to higher priority in the ordering. This is
because expanding a node at a higher level can advance the
algorithm faster to terminate.
The proposed search algorithm, illustrated in Alg. 1, takes as
inputs the sensor measurements, observation matrix, number
of sensors, noise bound and solution accuracy, and generates
the true attack assignment and estimates the state. It starts by
initializing the artificial root and the three node sets, frontier,
explored, and repo [Alg. 1, lines 1-2]. The first set is the
priority queue frontier, which contains nodes that their parents
have been expanded and they themselves are eligible for
expansion but have not yet been selected for expansion. The
priority is based on the lexicographical order between nodes
introduced before. The second set is called explored, which
stores nodes that have been expanded. Storing those nodes
avoids repeated search. Finally, the third set is a priority queue
6repo which is a repository for nodes for which (i) an equivalent
node is in queue frontier, or (ii) an equivalent node has been
expanded and is in the set explored. 4
After initialization, Alg. 1 repeatedly performs the following
steps. First, it checks whether the queues frontier and repo
that contain nodes to be expanded are empty [Alg. 1, lines
4-8]. If both are empty, then the algorithm has searched the
whole graph and it was not able to find a solution. If only
frontier is empty, it is possible that the solution is in the set
repo, since repo also contains nodes to be explored next. In
this case, the algorithm picks the node from repo with the
highest priority and puts it in the set frontier, meanwhile
clearing the set explored. One can think of selecting a node
from repo as reinitializing the search. Once a node is included
in the set frontier, Alg. 1 proceeds to check and expand it.
If this node is at the highest level [Alg, 1, lines 10-11], the
algorithm terminates with a full assignment that satisfies the
constraints (4a) and (4b); otherwise, this node is expanded
[Alg, 1, lines 13-22]. Note that each node has two possible
children nodes. We discuss how to generate a child node later
in Alg. 2.
Given a generated child node, Alg. 1 will discard this node
if it violates the constraint (4a). Otherwise, it checks whether
the number of attacked sensors in the path leading to this child
is larger than or equal to dp/2e. If this is true, then this node
is also discarded due to the violation of (4b). If not, then the
algorithm searches the set frontier and explored for equivalent
nodes, i.e., nodes with same values for value and level. If
such nodes exist in frontier or explored, then the child node
is added to repo and its expansion is delayed [Alg. 1, lines
18-20]. This node is not discarded because, compared to its
equivalent nodes that share the same level and value, it is
associated with a different partial assignment. Later we show
that a node with a specific partial assignment exists in frontier
at most once throughout the whole search. Furthermore, we
place the child node into frontier if no equivalent node exists in
these two sets [Alg. 1, line 22]. A simple case study illustrating
Alg. 1 is shown in Example 3.1.
Alg. 2 describes how to generate a child node. The key
requirement is that the child node is always one level higher
than its parent [Alg. 2, lines 1]. If child.value = 0, that is, the
corresponding sensor is attack-free, then the algorithm checks
whether sensors in the updated set I of attack-free sensors are
consistent meaning that the inequality (4a) holds [Alg. 2, lines
4-9]. If not, it means the current partial assignment is wrong
in that it incorrectly treats attacked sensors as attack-free. If
child.value = 1, i.e., the corresponding senor is under attack,
then the set I remains unchanged and the child node inherits
the value residual from its parent [Alg. 2, lines 10-12]. This
is because the algorithm considers this sensor attacked, so it
is not used to reconstruct the state.
4The sets frontier and explored exist in a typical search algorithm, where a
graph is divided into three disjoint parts: the nodes already explored, the nodes
to be explored next (stored in frontier) and the remaining unexplored nodes.
The set frontier separates the explored nodes from the remaining nodes [32].
But in this paper, we add another set repo. frontier and repo together separate
the explored nodes from unexplored nodes since part of nodes are added to
repo due to the definition of “equivalence” of nodes, which will be discussed
later.
Algorithm 2 GetChild (node, id,Y,O, wi, )
1: child.level = node.level + 1
2: child.value = id
3: child.parent = node
4: if id = 0 then
5: child.I = node.I ∪ child.level
6: if minx∈Rn ‖YI −OIx‖2 < wI +
√
 then
7: child.residual = 0
8: else
9: child.residual = 1
10: else
11: child.I = node.I
12: child.residual = node.residual
0
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Fig. 2. Graphical illustration of Example 3.1
Example 3.1: Assume that a system is 3-sparse observable,
which means the observation matrix of each sensor has full
rank and we can use only one sensor to reconstruct states.
There are 4 sensors in this system and only the first sensor is
under attack. The tree structure in Fig. 2 shows how Alg. 1
searches the graph in Fig. 1. We differentiate equivalent nodes
with different assignment explicitly, thus each path corre-
sponds to one partial/full assignment. Nodes are numbered
with indices to their right. Blue, green and yellow nodes
are those that are in sets frontier, explored and repo upon
termination, respectively; and red nodes are discarded due to
the violation of constraints (4a) or (4b). The node numbered
11, with tuple (4, 0, 9, {2, 3, 4} , 0), is the first one to reach the
highest level, and the path leading to it provides the optimal
solution, which is 1, 0, 0, 0. Thus, only the first sensor is under
attack. Table I shows the node indices in three sets at the
beginning of each iteration.
IV. COMPLETENESS, OPTIMALITY, AND COMPLEXITY
In the following results, it will help to view two nodes with
the same value and level but distinct I as different. The
reason is that, while such nodes are really equivalent, they
are treated differently by the algorithm in the sense that a
node is added to repo instead of being discarded when another
node with same value and level is in queue frontier. In what
7TABLE I
THE EVOLUTION OF THREE DIFFERENT SETS
iteration frontier explored repo
1 0 − −
2 1,6 0 −
3 3,6 0,1 −
4 6,5 0,1,3 −
5 7,5 0,1,3,6 8
6 9,5 0,1,3,6,7 10,8
7 11,12,5 0,1,3,6,7,9 10,8
8 12,5 0,1,3,6,7,9,11 10,8
The evolution of three different sets in Example 3.1 as the Alg. 1 proceeds,
where “−” means no nodes exist, and nodes in frontier and repo are sorted
by priority.
follows, we show that our search method is complete and
optimal and further analyze its complexity.
A. Completeness and Optimality
Theorem 4.1: Let the attacked linear dynamical system in
(1) be 2s¯-sparse observable and  = ∗. Assume also that the
number of attacked sensors is less than s¯ and that each attack
signal satisfies ‖ei‖ >
(
2√
1−∆s
)
w+
√
√
1−∆s . Then Alg. 1 is
complete that is, if there exists a solution (x,b) that satisfies
the constraints (4a) and (4b) in Problem 1, then Alg. 1 will
find it.
Proof: The key idea is to show that Alg. 1 terminates in
a finite number of iterations at which point the queue frontier
contains a feasible node that satisfies constraints (4a) and (4b).
A detailed proof of this result is provided in Appendix A.
Next, we show that the solution provided by Alg. 1 is
optimal, meaning that Alg. 1 can identify true attacks and
makes no mistakes in treating attack-free sensors as attacked.
Theorem 4.2: Let the attacked linear dynamical system in
(1) be 2s¯-sparse observable and  = ∗. Assume also that
the number of attacked sensors is less than s¯ and that each
attack signal satisfies ‖ei‖ >
(
2√
1−∆s
)
w +
√
√
1−∆s . Then,
the solution of Problem 1 constructed by Alg. 1 is optimal
meaning that b∗ = b0, where b0 represents the true attack
assignment.
Proof: The key idea is to show that it is not possible that
a suboptimal path can be formed before the optimal one. This
is because Alg. 1 always prioritizes search in directions of
possible attack-free assignments and in the case of mistakes,
it uses the nodes in the set repo to take corrective actions. A
detailed proof of this result is provided in Appendix B.
B. Complexity Analysis
Given a linear dynamical system described in (1) and a true
attack assignment, in this section we discuss the complexity of
Alg. 1 in terms of the number of iterations until termination.
Note that at each iteration, a node is selected from the queues
frontier or repo, thus, we can focus on the number of nodes
that have been expanded before termination.
In the worst case, Alg. 1 will search the whole state
space, thus the maximum number of iterations is O(2p).
Nevertheless, this number is too conservative, since a large
number of invalid nodes will be discarded and the nodes
that follow will not be explored any further. To simplify the
analysis of complexity, consider an “ideal” model without
noise and solution accuracy. Then the constraint (4a) becomes
min
x∈Rn
‖YI −OIx‖ = 0. (11)
The following theorem provides an upper bound on the number
of iterations needed to find the true assignment.
Theorem 4.3: Let the attacked linear dynamical system in
(1) be 2s¯-sparse observable. Assume also that the true number
of sensors that are under attack is s. Let S = p − 2s¯,
where p is the number of sensors and s¯ is the maximum
allowable number of sensors under attack. Then, without
considering noise and solution accuracy, Alg. 1 requires at
most
∑S
i=0
(
s
i
)(
s¯+S−s
S−i
)
(s¯ + S) iterations to find the true
assignment, where
(
s
i
)
= 0 if s < i.
Proof: Alg. 1 has the worst perfomance if the first s
sensors are the ones that are under attack. This is because
attacked sensors will be treated as attack-free by exploiting
the underdetermined system of equations and Alg. 1 is biased
towards expanding attack-free sensors first. Considering the
graph in Fig. 1, the worst scenario corresponds to the case
where the first s levels are associated with sensors that are
under attack. In what follows, we focus on the above worst-
case attack scenario where the first s sensors are under attack.
Since the system is 2s¯-sparse observable, any observation
matrix OI corresponding to I with |I| ≥ p − 2s¯ has full
rank. Assume first that s ≥ S. The algorithm can assign 0
to S sensors out of the first s sensors, because x = O−1I YI
satisfies (11) when |I| = S. But after the S-th sensor that
is assigned 0, if the next sensor is also assigned 0, then the
system of linear equations corresponding to those S + 1 sen-
sors, which are treated as attack-free, becomes overdetermined
and inconsistent since it incorrectly treats attacked sensors as
attack-free. Therefore, the algorithm can only assign 1 to all
sensors past the S sensors that have been assigned 0 until
there are s¯ 1’s in this path. Hence, in this case, the whole
searched path has s¯+ S nodes. Similarly, if S − 1 nodes are
assigned 0 and s− (S − 1) nodes are assigned 1 for the first
s sensors, Alg. 1 can assign 0 to one more sensor and 1 to
another s¯− [s− (S− 1)] sensors. Following this logic, we get
that if i nodes are assigned 0 among the first s sensors, where
0 ≤ i ≤ S, Alg. 1 can assign 0 to another S − i sensors and
1 to s¯− (s− i) sensors. We conclude that our algorithm can
only explore i + (S − i) + (s − i) + [s¯ − (s − i)] = s¯ + S
nodes on one path if this path is not feasible. Each assignment
to the first S + s¯ sensors corresponds to one path. In the
worst-case scenario considered here, the path leading to the
optimal solution has the lowest priority in the sense that a
node at a specific level l ≤ S on an infeasible path has
higher priority than the node with same value and level on
the optimal path. Hence, all infeasible paths will be searched
before the algorithm terminates, and we denote by Π the set of
8these paths. 5 Therefore, the search algorithm searches at most∑S
i=0
(
s
i
)(
s¯+S−s
S−i
)
(s¯ + S) nodes corresponding to infeasible
paths. When no nodes are assigned 0 at the first s levels, Alg. 1
will assign 0’s to the rest of the sensors, which is exactly the
optimal solution corresponding to worst-case attack scenario.
When s < S, the situation is less complex since the path
corresponding to the optimal solution is inside Π, that is, the
path where the first s nodes are assigned 1 is inside Π, so
there is no need to explore the graph until the first S nodes
are assigned 1, completing the proof.
Note that this worst-case complexity can be avoided with
high probability by randomly selecting the order of sensors
upon initialization, i.e., by randomly reordering the levels of
the graph in Fig. 1.
V. EXPERIMENTAL RESULTS
In this section, we present several test cases for values
of p and n, implemented using Python 3.6.3 on a computer
with 2.3 GHz Intel Core i5 and 8G RAM, that illustrate
the efficiency and scalability of the proposed algorithm. To
validate our method, we conduct comparative simulations
with a Mixed Integer Quadratically Constrained Programming
(MIQCP) method [33] and with the solver IMHOTEP-SMT. 6
The formulation of the MIQCP problem takes the form
min
(x,b)∈Rn×Bp
p∑
i=1
bi (12)
s.t. ‖Yi −Oix‖ ≤Mbi + wi +
√
, ∀i ∈ {1, . . . , p} .
Since M ∈ R is a very big number, the constraints in (12)
are called Big-M constraints, which are used to model the
binary activation/deactivation of constraints defined over real
decision variables. The performance of MIQCP is sensitive
to the value of M . Given different M , the resulting attack
assignment may vary significantly. Note that we can get x and
b simultaneously by solving MIQCP, but in our experiments
using the commercial solver Gurobi [34], we observed that
selecting a very large M can provide a feasible assignment
b but a bad state x. This is because using large M places
more emphasis on the optimization over the binary variables
b rather than the real variables x. To overcome this issue, we
implement MIQCP in two steps. First, we solve the MIQCP
problem (12) for large M to obtain a feasible assignment b
and then use this assignment to solve the unconstrained least
square problem
min
x∈Rn
‖YI −OIx‖,
for the state x, where the set I is the set of attack-free
sensors predicted by the solution of the MIQCP. On the other
hand, IMHOTEP-SMT is mainly designed to find a feasible
solution, and it can be used to find the optimal solution in the
noiseless case if executed repeatedly for different values of s¯
by performing a binary search over s¯, checking feasibility of
5Note that infeasible paths can only be partially searched. As shown in
Theorem 4.2, it is not possible that infeasible paths can be fully searched
before the optimal path.
6IMHOTEP-SMT source code, written in Matlab, can be found at http:
//nesl.github.io/Imhotep-smt/index.html.
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Fig. 3. Noiseless secure state estimation
the system of equations in (4a), decreasing s¯ if these equations
are feasible, and repeating this process until the constraint (4a)
is violated or until s¯ = 0. However, IMHOTEP-SMT needs
to search all possible combinations of truth assignments to all
sensors to ensure that a problem is infeasible, thus selecting
a feasible but less conservative s¯ for IMHOTEP-SMT is not
easy. Hence, we run IMHOTEP-SMT once until the first
feasible solution is found.
We randomly construct sparse matrices A and C for various
parameters p and n, with entries in the interval [0, 1] that also
result in a system that is 2s¯-sparse observable. Furthermore,
the initial state and the set of the attacked sensors and cor-
responding attack signals are also randomly generated. Each
test case is averaged over 10 trials. We monitor the execution
time and relative estimation error of each method, defined as
‖x0−x∗‖
‖x0‖ . Note that x0 is the true state, while with a slight
abuse of notation, x∗ is the output of each method.
A. Secure State Estimation without Noise
In this section, we consider one noiseless scenario where
the number of states n and the number of states p are the
same, both varying from 20 to 200. The solution accuracy
is set to  = 10−5. The length of the time window over
which observations are taken is T = n. The number of
attacked sensors is s = bp/3 − 1c. The quantity M in
MIQCP is set to be 108. The results are shown in Fig. 3. Our
method outperforms IMHOTEP-SMT and MIQCP in terms of
execution time in every scenario. When the number of states
and sensors are small, execution times are comparable for
these three methods. However, as the system scale becomes
large, Alg. 1 illustrates remarkable progress in saving time.
Especially, when n = p = 200, it takes IMHOTEP-SMT
1218.9s on average to find the feasible truth assignment,
while only 42.0s for Alg. 1. Although MIQCP’s 100.5s time
cost is comparable, its performance is heavily affected by the
selection of big M , and in simulation, it behaves poorly in
terms of estimation accuracy. Note that, in practice, tuning M
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Fig. 4. Noisy secure state estimation
does not help recover the true attack assignment, as suggested
by extensive numerical simulations we have conducted. More-
over, there is no way to justify the selection of M if the truth
assignment is not known beforehand. The solution returned
by Alg. 1 and IMHOTEP-SMT are identical to the true attack
assignment in each scenario, and their estimation error is close
to 0.
Since IMHOTEP-SMT has been already compared to the
event-triggered projected gradient descent method (ETPG)
[31] in terms of execution time and relative estimation error
and has been shown to exhibit better performance, we did
not compare with this method here. Moreover, we did not
compare with methods that relax `0-based formulations to
convex problems since they lack correctness guarantees.
B. Secure State Estimation with Noise
In the case of noise, we first simulate a small test case where
p = 10, n = 10. The number of the attacked sensors is set to
s¯ = bp/3− 1c. The solution accuracy is set to  = 10−5.
Theoretically,  should be defined as in (5), but the simulation
shows that its effect on the optimality is insignificant. The
length of the time window over which observations are taken
is T = n. The process and measurement noises follow the
truncated normal distributions. In order for our algorithm to
return the optimal solution in the presence of noise, the attack
vector should be stronger than the lower bound specified in (6);
see Proposition 2.1. Thus we enumerate all combinations in
the expression for ∆s and calculate the corresponding lower
bound in (6). Then, we fix the system matrices A and C,
and randomly generate the true attack assignment and the
corresponding attack signals satisfying (6) over 100 trials.
We observed that in each trial our algorithm can return the
true attack assignment. The averaged term
√
1−∆s = 0.017,
which means that the power of the attack signal should be
two orders of magnitude higher than the noise; see (6). The
execution time and relative estimation error are 0.004s and
0.32, respectively.
As in the noiseless case, we also conduct simulations where
we increase the number of system states and sensor. The
number of the attacked sensors is set to s¯ = bp/3− 1c.
The solution accuracy  is 10−5 and the length of the time
window is T = n. Note that it is computationally expensive
to calculate the term ∆s when p and n are large. Instead,
we estimate ∆s by simulating the process and measurement
noises according to truncated normal distributions. Then, we
select attack signals with relatively large strengths. Since the
selected attack vectors can be much stronger than the noise,
which is a strategy that a true attacker would not typically
follow, we numerically tune the strength of the attack vector
by running a large number of trials and checking if IMHOTEP-
SMT is able to correctly identify the truly attacked sensors in
all trials. If yes, we reduce the strength of the attack vector
and repeat this process until our algorithm fails to identify
the true attack assignment in all trials. When this happens,
we select values for the attack vector from the last successful
trial. Then, Alg. 1 is applied to the same attacked dynamical
system and corresponding measurements. It turns out that our
method can identify the truth assignment, which validates the
workaround above when n and p are large.
As before, we monitor the execution time and relative
estimation error averaged over 10 trials. The results are shown
in Fig. 4. The runtime difference between IMHOTEP-SMT
and Alg. 1 is further enlarged. Specifically, it takes 46.6s on
average for Alg. 1 to return the solution but takes 1657.8s for
IMHOTEP-SMT when n = p = 200. As in the noiseless case,
they both find the true attack assignment in each scenario. All
of the relative estimation errors of Alg. 1 and IMHOTEP are
below 0.5, but MIQCP sometimes gets utterly wrong detection
and extremely large errors. To better illustration, we set those
large errors to be 1.
C. Complexity Test
In this section, we present two simulation studies to illus-
trate the complexity of our algorithm. In both simulations, we
assume no process or measurement noise. The first simulation
study shows that the upper bound on the number of iterations
given in Thm. 4.3 is independent from the number of states.
Specifically, we first fix n at values 50, 100, 200, respectively,
and then gradually increase the number of sensors up to
200. Then, we fix p at values 50, 100, 200, respectively,
and gradually increase the number of states up to 200. The
remaining parameters are the same as in Section V-A. The
averaged results of 10 trials are shown in Fig. 5. It can be
seen that the number of iterations increases as p grows but it
is not affected by n.
In the second simulation study we verify the actual upper
bound on the number of iterations of our algorithm given in
Thm. 4.3, which takes place when all attacked sensors appear
first and are followed by the attack-free sensors. Specifically,
we consider a noiseless case where p = 20, n = 30, s = 5
and arrange all sensors under attack in the front. First, we
vary the length of the time window and observe the change in
the number of iterations of our algorithm until it terminates.
We monitor the value of level when a node is selected from
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Fig. 5. Complexity analysis with respect to the number of states and sensors
queues frontier or repo. Fig. 6(a) shows that when T = bn/2c,
the algorithm iterates 57 times until it reaches level 20, which
is the number of sensors. And Fig. 6(b) shows that when T =
bn/3c, the algorithm iterates 424 times until it reaches level
20. This is because when the length of the time window is
smaller, the matrix OI requires more sensors to reach full
rank, and it is more likely to classify attacked sensors as attack-
free, which decreases the search speed. Note that there is a
limit in each figure, which is the maximum number of nodes
that our algorithm can search on an infeasible path. Next, we
fix system matrices A and C, and the time window T = bn/3c,
and randomly reorder the sensors over 1000 trials. The average
number of iterations until the algorithm terminates is 53.3,
with the minimum number of iterations 25 and the maximum
number of iterations 400. Observe that none of these surpasses
424, which validates our worst-case complexity result that all
attacked sensors appear before the attack-free ones. Fig. 6(c)
and Fig. 6(d) show two specific trials out of 1000 trials.
D. Discussion
Our numerical results for the noiseless and noisy case stud-
ies in Sections V-A and V-B, show our method outperforms
both IMHOTEP-SMT and MIQCP in terms of runtime. The
reason is that, in IMHOTEP-SMT, the optimization solver
only checks the correctness of a full truth assignment for all
sensors provided by the SMT solver. However, our method
also checks partial assignments, which allows a search to
terminate early if an assignment is infeasible. Second, in
IMHOTEP-SMT, certificates that exploit the geometry of the
problem are explicitly generated to serve as heuristics targeting
a smaller set of sensors where at least one sensor is attacked,
when a full set of truth assignments is not successful. The
idea is that the affine half-spaces YI = OIx corresponding
to the attack-free sensors should intersect, and a small set of
affine subspaces failing to intersect means there exists at least
one attacked sensor that is incorrectly identified as attack-free.
In our algorithm, prioritizing search along paths with more
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attack-free sensors reduces the dimension of the kernel space
of the equations YI = OIx, which makes the search less
tolerant to mistakes. Therefore, assigning higher priority to
nodes in frontier that contain larger numbers of attack-free
sensors implicitly acts as a heuristic that shrinks the space
to be explored, increasing in this way the scalability of our
method. What’s more, although IMHOTEP-SMT can detect
the true assignments in the simulation, [25] doesn’t provide
the optimality guarantee.
Regarding MIQCP, branch and bound method is used to
solve a sequence of 0-1 relaxation problems, each one of
which is a Quadratically Constrained Program (QCP). As the
number of sensors p increases, more branches are generated
and a larger number of QCP needs to be solved. Hence,
MIQCP scales worse when p increases. In our method, only
part of constraints corresponding to a partial assignment
are considered when solving the QCP. Therefore, since our
algorithm terminates early the search along paths containing
invalid nodes, QCPs with large numbers of constraints are
typically avoided. Even when the set frontier contains nodes
with higher levels (as the search progresses), it becomes more
likely that the corresponding partial assignments are correct,
which increases the scalability of our method.
VI. CONCLUSION
In this paper, we proposed a new scalable and optimal
graph-search algorithm to correctly identify malicious attacks
in CPS modeled as linear time-invariant systems and to
securely estimate their state. The graph consists of levels,
each one containing two nodes capturing a truth assignment
of any given sensor, and directed edges connecting adjacent
layers only. Then, our algorithm searches the levels of this
graph incrementally, favoring directions with attack-free as-
signments, while actively managing a repository of partially
explored paths with early truth assignments, that can be further
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explored in the future. The combination of search bias and
the ability to self-correct allow our graph-search algorithm
to reach the optimal assignment fast. We showed that our
algorithm is complete and optimal provided that the attack
signal is not dominated by process and measurement noise.
Moreover, we provided numerical simulations showing that
our method outperforms existing algorithms both in terms of
optimality and execution time.
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APPENDIX A
PROOF OF THEOREM 4.1
The proof of completeness of Alg. 1 can be divided into
two steps. First, we show by contradiction, that each node
that is associated with a specific partial truth assignment in
the set node.I, can be visited at most once. Then, to show
completeness we show that the algorithm can terminate in a
finite number of iterations and the queue frontier is not empty.
First, assume that a node associated with a given partial
assignment, is visited more than once. Since each partial
assignment corresponds to a distinct path from the root to
that node, we get that the parent of the node that is associated
with this partial assignment except for the last value, is also
visited more than once. Repeating this argument, we have that
the root is visited more than once, which is a contradiction.
Thus, every node associated with a given partial assignment is
visited at most once, which means that every node is visited
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no more times than the maximum number of truth assignments
starting from the root and ending at that node. For a node that
is at level l, the maximum number for such truth assignments
is 2l, i.e., the number of truth assignments of the first l sensors.
Next, since the nodes and edges in the graph are finite, the
previous result implies that the algorithm will terminate in a
finite number of iterations. Furthermore, the queue frontier
can not be empty when the algorithm terminates. This is
because we do not discard any node unless its partial assign-
ment I is invalid, that is, the corresponding residual violates
minx∈Rn‖YI−OIx‖ ≤ wI+
√
. The reason is that we have
shown that if all sensors in I are attack-free, then we have
that minx∈Rn‖YI −OIx‖ ≤ wI +
√
 when  = ∗ and (6)
is satisfied. Therefore, violation of this inequality means that
at least one attacked sensor is incorrectly treated as attack-
free. Therefore, only the node with an invalid assignment is
discarded. If there exists a solution, the algorithm will search
the right node eventually. Once it terminates, the output is a
feasible solution. Recall that a child node can be added to the
queue frontier or repo if minx∈Rn‖YI −OIx‖ ≤ wI +
√
.
Hence, the constraint (4a) is met. Moreover, the constraint
(4b) is checked each time before a child node can be added
to frontier or repo [Alg. 1, line 16]. Thus, each node existing
in frontier must satisfy (4b), completing the proof.
APPENDIX B
PROOF OF THEOREM 4.2
We prove the optimality of Alg. 1 using contradiction.
Suppose that the algorithm returns a feasible but suboptimal
assignment, which is equivalent to say that the suboptimal
path pi, is formed before the optimal pi∗. This is because
the algorithm terminates as soon as the first feasible path
is found. Since the paths pi and pi∗ are different, they share
identical attack assignments up to a level and then differ in
their assignments beyond that level (this level could also be
the root). Consider the time when the last shared node vl−1, at
level l− 1, is selected to be expanded. Its child node, denoted
by v0l with superscript 0 for value = 0, is on the optimal
path pi∗ and v1l is on the suboptimal path pi. This is because
when (6) is satisfied, a feasible path can only treat attack-free
sensors as attacked by mistake, but the optimal path does not
contain such mistakes.
Let p˜i∗ denote the subpath of pi∗ starting with v0l and p˜i
denote the subpath of pi starting with v1l . There are four
cases as to whether v0l and v
1
l can be added to the priority
queue frontier or repo: (i) both v0l and v
1
l are added to the
priority queue frontier; (ii) both v0l and v
1
l are added to the
reserved queue repo; (iii) v1l is added to the frontier queue
but v0l is added to the queue repo; and (iv) v
0
l is added to the
frontier queue but v1l is added to the queue repo. We discuss
these four cases separately. The idea is that by assumption,
the suboptimal path is formed before the optimal path, thus
the algorithm has to switch to expand v1l eventually. But the
following discussion states that even though the algorithm
searches the path starting from v1l , it will switch back to
searching the optimal path.
(i) Both v0l and v
1
l are added to the priority queue frontier.
Since both v0l and v
1
l are added to the set frontier, there does
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1
l<latexit sha1_base64="Pwrqjrl76aJU0UDyJCmR+5mxG2o=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKpq20sWy2m3bp7ibsbgol5Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5YcKZNq777ZTW1jc2t8rblZ3dvf2D6uFRS8epItQnMY9VJ8 Saciapb5jhtJMoikXIaTsc38789oQqzWL5YKYJDQQeShYxgo2VHrNJ3s94/uT1qzW37s6BVolXkBoUaParX71BTFJBpSEca9313MQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOrDFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10HWRMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K3/PIqaV3UPbfu3V/WGjdFHGU4gVM4Bw+uoAF30AQfCAh4hld4c5Tz4rw7H4vWklPMHMMfOJ8/F32QlA==</latexit><latexit sha1_base64="Pwrqjrl76aJU0UDyJCmR+5mxG2o=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKpq20sWy2m3bp7ibsbgol5Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5YcKZNq777ZTW1jc2t8rblZ3dvf2D6uFRS8epItQnMY9VJ8 Saciapb5jhtJMoikXIaTsc38789oQqzWL5YKYJDQQeShYxgo2VHrNJ3s94/uT1qzW37s6BVolXkBoUaParX71BTFJBpSEca9313MQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOrDFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10HWRMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K3/PIqaV3UPbfu3V/WGjdFHGU4gVM4Bw+uoAF30AQfCAh4hld4c5Tz4rw7H4vWklPMHMMfOJ8/F32QlA==</latexit><latexit sha1_base64="Pwrqjrl76aJU0UDyJCmR+5mxG2o=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKpq20sWy2m3bp7ibsbgol5Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5YcKZNq777ZTW1jc2t8rblZ3dvf2D6uFRS8epItQnMY9VJ8 Saciapb5jhtJMoikXIaTsc38789oQqzWL5YKYJDQQeShYxgo2VHrNJ3s94/uT1qzW37s6BVolXkBoUaParX71BTFJBpSEca9313MQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOrDFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10HWRMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K3/PIqaV3UPbfu3V/WGjdFHGU4gVM4Bw+uoAF30AQfCAh4hld4c5Tz4rw7H4vWklPMHMMfOJ8/F32QlA==</latexit><latexit sha1_base64="Pwrqjrl76aJU0UDyJCmR+5mxG2o=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKpq20sWy2m3bp7ibsbgol5Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5YcKZNq777ZTW1jc2t8rblZ3dvf2D6uFRS8epItQnMY9VJ8 Saciapb5jhtJMoikXIaTsc38789oQqzWL5YKYJDQQeShYxgo2VHrNJ3s94/uT1qzW37s6BVolXkBoUaParX71BTFJBpSEca9313MQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOrDFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10HWRMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K3/PIqaV3UPbfu3V/WGjdFHGU4gVM4Bw+uoAF30AQfCAh4hld4c5Tz4rw7H4vWklPMHMMfOJ8/F32QlA==</latexit>vˆ
1
l<latexit sha1_base64="qUSi4jWUe9ccggXbh9mcjy12Ut4=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK9gPaW Dbbbbt0s4m7k0IJ+R1ePCji1R/jzX/jts1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmijRjDdYJCPdDqjhUijeQIGSt2PNaRhI3grGtzO/NeHaiEg94DTmfkiHSgwEo2glvzuimE6yXiqzR69XrrhVdw6ySrycVCBHvVf+6vYjloRcIZPUmI7nxuinV KNgkmelbmJ4TNmYDnnHUkVDbvx0fnRGzqzSJ4NI21JI5urviZSGxkzDwHaGFEdm2ZuJ/3mdBAfXfipUnCBXbLFokEiCEZklQPpCc4ZyagllWthbCRtRTRnanEo2BG/55VXSvKh6btW7v6zUbvI4inACp3AOHlxBDe6gDg1g8ATP8ApvzsR5cd6dj0VrwclnjuEPnM8fKB CSVQ==</latexit><latexit sha1_base64="qUSi4jWUe9ccggXbh9mcjy12Ut4=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK9gPaW Dbbbbt0s4m7k0IJ+R1ePCji1R/jzX/jts1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmijRjDdYJCPdDqjhUijeQIGSt2PNaRhI3grGtzO/NeHaiEg94DTmfkiHSgwEo2glvzuimE6yXiqzR69XrrhVdw6ySrycVCBHvVf+6vYjloRcIZPUmI7nxuinV KNgkmelbmJ4TNmYDnnHUkVDbvx0fnRGzqzSJ4NI21JI5urviZSGxkzDwHaGFEdm2ZuJ/3mdBAfXfipUnCBXbLFokEiCEZklQPpCc4ZyagllWthbCRtRTRnanEo2BG/55VXSvKh6btW7v6zUbvI4inACp3AOHlxBDe6gDg1g8ATP8ApvzsR5cd6dj0VrwclnjuEPnM8fKB CSVQ==</latexit><latexit sha1_base64="qUSi4jWUe9ccggXbh9mcjy12Ut4=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK9gPaW Dbbbbt0s4m7k0IJ+R1ePCji1R/jzX/jts1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmijRjDdYJCPdDqjhUijeQIGSt2PNaRhI3grGtzO/NeHaiEg94DTmfkiHSgwEo2glvzuimE6yXiqzR69XrrhVdw6ySrycVCBHvVf+6vYjloRcIZPUmI7nxuinV KNgkmelbmJ4TNmYDnnHUkVDbvx0fnRGzqzSJ4NI21JI5urviZSGxkzDwHaGFEdm2ZuJ/3mdBAfXfipUnCBXbLFokEiCEZklQPpCc4ZyagllWthbCRtRTRnanEo2BG/55VXSvKh6btW7v6zUbvI4inACp3AOHlxBDe6gDg1g8ATP8ApvzsR5cd6dj0VrwclnjuEPnM8fKB CSVQ==</latexit><latexit sha1_base64="qUSi4jWUe9ccggXbh9mcjy12Ut4=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK9gPaW Dbbbbt0s4m7k0IJ+R1ePCji1R/jzX/jts1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmijRjDdYJCPdDqjhUijeQIGSt2PNaRhI3grGtzO/NeHaiEg94DTmfkiHSgwEo2glvzuimE6yXiqzR69XrrhVdw6ySrycVCBHvVf+6vYjloRcIZPUmI7nxuinV KNgkmelbmJ4TNmYDnnHUkVDbvx0fnRGzqzSJ4NI21JI5urviZSGxkzDwHaGFEdm2ZuJ/3mdBAfXfipUnCBXbLFokEiCEZklQPpCc4ZyagllWthbCRtRTRnanEo2BG/55VXSvKh6btW7v6zUbvI4inACp3AOHlxBDe6gDg1g8ATP8ApvzsR5cd6dj0VrwclnjuEPnM8fKB CSVQ==</latexit>vˆ
0
l<latexit sha1_base64="O5alrNJ8RkHKklh3oYosI5vt03Y=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK9 gPaWDbbbbt0s4m7k0IJ+R1ePCji1R/jzX/jts1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmijRjDdYJCPdDqjhUijeQIGSt2PNaRhI3grGtzO/NeHaiEg94DTmfkiHSgwEo2glvzuimE6yXiqzR7dXrrhVdw6ySrycVCBHvVf+6vYjloRcI ZPUmI7nxuinVKNgkmelbmJ4TNmYDnnHUkVDbvx0fnRGzqzSJ4NI21JI5urviZSGxkzDwHaGFEdm2ZuJ/3mdBAfXfipUnCBXbLFokEiCEZklQPpCc4ZyagllWthbCRtRTRnanEo2BG/55VXSvKh6btW7v6zUbvI4inACp3AOHlxBDe6gDg1g8ATP8ApvzsR5c d6dj0VrwclnjuEPnM8fJoySVA==</latexit><latexit sha1_base64="O5alrNJ8RkHKklh3oYosI5vt03Y=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK9 gPaWDbbbbt0s4m7k0IJ+R1ePCji1R/jzX/jts1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmijRjDdYJCPdDqjhUijeQIGSt2PNaRhI3grGtzO/NeHaiEg94DTmfkiHSgwEo2glvzuimE6yXiqzR7dXrrhVdw6ySrycVCBHvVf+6vYjloRcI ZPUmI7nxuinVKNgkmelbmJ4TNmYDnnHUkVDbvx0fnRGzqzSJ4NI21JI5urviZSGxkzDwHaGFEdm2ZuJ/3mdBAfXfipUnCBXbLFokEiCEZklQPpCc4ZyagllWthbCRtRTRnanEo2BG/55VXSvKh6btW7v6zUbvI4inACp3AOHlxBDe6gDg1g8ATP8ApvzsR5c d6dj0VrwclnjuEPnM8fJoySVA==</latexit><latexit sha1_base64="O5alrNJ8RkHKklh3oYosI5vt03Y=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK9 gPaWDbbbbt0s4m7k0IJ+R1ePCji1R/jzX/jts1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmijRjDdYJCPdDqjhUijeQIGSt2PNaRhI3grGtzO/NeHaiEg94DTmfkiHSgwEo2glvzuimE6yXiqzR7dXrrhVdw6ySrycVCBHvVf+6vYjloRcI ZPUmI7nxuinVKNgkmelbmJ4TNmYDnnHUkVDbvx0fnRGzqzSJ4NI21JI5urviZSGxkzDwHaGFEdm2ZuJ/3mdBAfXfipUnCBXbLFokEiCEZklQPpCc4ZyagllWthbCRtRTRnanEo2BG/55VXSvKh6btW7v6zUbvI4inACp3AOHlxBDe6gDg1g8ATP8ApvzsR5c d6dj0VrwclnjuEPnM8fJoySVA==</latexit><latexit sha1_base64="O5alrNJ8RkHKklh3oYosI5vt03Y=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK9 gPaWDbbbbt0s4m7k0IJ+R1ePCji1R/jzX/jts1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmijRjDdYJCPdDqjhUijeQIGSt2PNaRhI3grGtzO/NeHaiEg94DTmfkiHSgwEo2glvzuimE6yXiqzR7dXrrhVdw6ySrycVCBHvVf+6vYjloRcI ZPUmI7nxuinVKNgkmelbmJ4TNmYDnnHUkVDbvx0fnRGzqzSJ4NI21JI5urviZSGxkzDwHaGFEdm2ZuJ/3mdBAfXfipUnCBXbLFokEiCEZklQPpCc4ZyagllWthbCRtRTRnanEo2BG/55VXSvKh6btW7v6zUbvI4inACp3AOHlxBDe6gDg1g8ATP8ApvzsR5c d6dj0VrwclnjuEPnM8fJoySVA==</latexit>
⇡˜
<latexit sha1_base64="QAr/eQ7SpI5NokmCaulN5XOogJE=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKthaaUDabTbt0swm7E6GE/gwvHhTx6q/x5r9x2+agrQ8GHu/NMDMvzKQw6LrfTmVtfWNzq7pd29nd2z+oHx51TZprxjsslanuhd RwKRTvoEDJe5nmNAklfwzHtzP/8YlrI1L1gJOMBwkdKhELRtFKfR+FjHjhZ2I6qDfcpjsHWSVeSRpQoj2of/lRyvKEK2SSGtP33AyDgmoUTPJpzc8Nzygb0yHvW6powk1QzE+ekjOrRCROtS2FZK7+nihoYswkCW1nQnFklr2Z+J/XzzG+Dgqhshy5YotFcS4JpmT2P4mE5gzlxBLKtLC3EjaimjK0KdVsCN7yy6uke9H03KZ3f9lo3ZRxVOEETuEcPLiCFtxBGzrAIIVneIU3B50X5935WLRWnHLmGP7A+fwBs4GRgw==</latexit><latexit sha1_base64="QAr/eQ7SpI5NokmCaulN5XOogJE=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKthaaUDabTbt0swm7E6GE/gwvHhTx6q/x5r9x2+agrQ8GHu/NMDMvzKQw6LrfTmVtfWNzq7pd29nd2z+oHx51TZprxjsslanuhd RwKRTvoEDJe5nmNAklfwzHtzP/8YlrI1L1gJOMBwkdKhELRtFKfR+FjHjhZ2I6qDfcpjsHWSVeSRpQoj2of/lRyvKEK2SSGtP33AyDgmoUTPJpzc8Nzygb0yHvW6powk1QzE+ekjOrRCROtS2FZK7+nihoYswkCW1nQnFklr2Z+J/XzzG+Dgqhshy5YotFcS4JpmT2P4mE5gzlxBLKtLC3EjaimjK0KdVsCN7yy6uke9H03KZ3f9lo3ZRxVOEETuEcPLiCFtxBGzrAIIVneIU3B50X5935WLRWnHLmGP7A+fwBs4GRgw==</latexit><latexit sha1_base64="QAr/eQ7SpI5NokmCaulN5XOogJE=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKthaaUDabTbt0swm7E6GE/gwvHhTx6q/x5r9x2+agrQ8GHu/NMDMvzKQw6LrfTmVtfWNzq7pd29nd2z+oHx51TZprxjsslanuhd RwKRTvoEDJe5nmNAklfwzHtzP/8YlrI1L1gJOMBwkdKhELRtFKfR+FjHjhZ2I6qDfcpjsHWSVeSRpQoj2of/lRyvKEK2SSGtP33AyDgmoUTPJpzc8Nzygb0yHvW6powk1QzE+ekjOrRCROtS2FZK7+nihoYswkCW1nQnFklr2Z+J/XzzG+Dgqhshy5YotFcS4JpmT2P4mE5gzlxBLKtLC3EjaimjK0KdVsCN7yy6uke9H03KZ3f9lo3ZRxVOEETuEcPLiCFtxBGzrAIIVneIU3B50X5935WLRWnHLmGP7A+fwBs4GRgw==</latexit><latexit sha1_base64="QAr/eQ7SpI5NokmCaulN5XOogJE=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKthaaUDabTbt0swm7E6GE/gwvHhTx6q/x5r9x2+agrQ8GHu/NMDMvzKQw6LrfTmVtfWNzq7pd29nd2z+oHx51TZprxjsslanuhd RwKRTvoEDJe5nmNAklfwzHtzP/8YlrI1L1gJOMBwkdKhELRtFKfR+FjHjhZ2I6qDfcpjsHWSVeSRpQoj2of/lRyvKEK2SSGtP33AyDgmoUTPJpzc8Nzygb0yHvW6powk1QzE+ekjOrRCROtS2FZK7+nihoYswkCW1nQnFklr2Z+J/XzzG+Dgqhshy5YotFcS4JpmT2P4mE5gzlxBLKtLC3EjaimjK0KdVsCN7yy6uke9H03KZ3f9lo3ZRxVOEETuEcPLiCFtxBGzrAIIVneIU3B50X5935WLRWnHLmGP7A+fwBs4GRgw==</latexit>
⇡˜⇤
<latexit sha1_base64="oghrglk7vQBu+t4P0ftnw7b8JVg=">AAAB9HicbVBNS8NAEJ34WetX1aOXYBHEQ0lE0GPRi8cK9gOaWD abTbt0s4m7k0IJ/R1ePCji1R/jzX/jts1BWx8MPN6bYWZekAqu0XG+rZXVtfWNzdJWeXtnd2+/cnDY0kmmKGvSRCSqExDNBJesiRwF66SKkTgQrB0Mb6d+e8SU5ol8wHHK/Jj0JY84JWgk30MuQpZ7KZ88nvcqVafmzGAvE7cgVSjQ6FW+vDChWcwkUkG07rpOin5OFHIq2K TsZZqlhA5Jn3UNlSRm2s9nR0/sU6OEdpQoUxLtmfp7Iiex1uM4MJ0xwYFe9Kbif143w+jaz7lMM2SSzhdFmbAxsacJ2CFXjKIYG0Ko4uZWmw6IIhRNTmUTgrv48jJpXdRcp+beX1brN0UcJTiGEzgDF66gDnfQgCZQeIJneIU3a2S9WO/Wx7x1xSpmjuAPrM8f1TaSHw==</ latexit><latexit sha1_base64="oghrglk7vQBu+t4P0ftnw7b8JVg=">AAAB9HicbVBNS8NAEJ34WetX1aOXYBHEQ0lE0GPRi8cK9gOaWD abTbt0s4m7k0IJ/R1ePCji1R/jzX/jts1BWx8MPN6bYWZekAqu0XG+rZXVtfWNzdJWeXtnd2+/cnDY0kmmKGvSRCSqExDNBJesiRwF66SKkTgQrB0Mb6d+e8SU5ol8wHHK/Jj0JY84JWgk30MuQpZ7KZ88nvcqVafmzGAvE7cgVSjQ6FW+vDChWcwkUkG07rpOin5OFHIq2K TsZZqlhA5Jn3UNlSRm2s9nR0/sU6OEdpQoUxLtmfp7Iiex1uM4MJ0xwYFe9Kbif143w+jaz7lMM2SSzhdFmbAxsacJ2CFXjKIYG0Ko4uZWmw6IIhRNTmUTgrv48jJpXdRcp+beX1brN0UcJTiGEzgDF66gDnfQgCZQeIJneIU3a2S9WO/Wx7x1xSpmjuAPrM8f1TaSHw==</ latexit><latexit sha1_base64="oghrglk7vQBu+t4P0ftnw7b8JVg=">AAAB9HicbVBNS8NAEJ34WetX1aOXYBHEQ0lE0GPRi8cK9gOaWD abTbt0s4m7k0IJ/R1ePCji1R/jzX/jts1BWx8MPN6bYWZekAqu0XG+rZXVtfWNzdJWeXtnd2+/cnDY0kmmKGvSRCSqExDNBJesiRwF66SKkTgQrB0Mb6d+e8SU5ol8wHHK/Jj0JY84JWgk30MuQpZ7KZ88nvcqVafmzGAvE7cgVSjQ6FW+vDChWcwkUkG07rpOin5OFHIq2K TsZZqlhA5Jn3UNlSRm2s9nR0/sU6OEdpQoUxLtmfp7Iiex1uM4MJ0xwYFe9Kbif143w+jaz7lMM2SSzhdFmbAxsacJ2CFXjKIYG0Ko4uZWmw6IIhRNTmUTgrv48jJpXdRcp+beX1brN0UcJTiGEzgDF66gDnfQgCZQeIJneIU3a2S9WO/Wx7x1xSpmjuAPrM8f1TaSHw==</ latexit><latexit sha1_base64="oghrglk7vQBu+t4P0ftnw7b8JVg=">AAAB9HicbVBNS8NAEJ34WetX1aOXYBHEQ0lE0GPRi8cK9gOaWD abTbt0s4m7k0IJ/R1ePCji1R/jzX/jts1BWx8MPN6bYWZekAqu0XG+rZXVtfWNzdJWeXtnd2+/cnDY0kmmKGvSRCSqExDNBJesiRwF66SKkTgQrB0Mb6d+e8SU5ol8wHHK/Jj0JY84JWgk30MuQpZ7KZ88nvcqVafmzGAvE7cgVSjQ6FW+vDChWcwkUkG07rpOin5OFHIq2K TsZZqlhA5Jn3UNlSRm2s9nR0/sU6OEdpQoUxLtmfp7Iiex1uM4MJ0xwYFe9Kbif143w+jaz7lMM2SSzhdFmbAxsacJ2CFXjKIYG0Ko4uZWmw6IIhRNTmUTgrv48jJpXdRcp+beX1brN0UcJTiGEzgDF66gDnfQgCZQeIJneIU3a2S9WO/Wx7x1xSpmjuAPrM8f1TaSHw==</ latexit>
(b)
vˆl 1
<latexit sha1_base64="kwp7ez4Fp92wxJXvNFIj8JcLAy8=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBiyURQY9FLx4r2A9oQ9lst+3SzSb uTgol5Hd48aCIV3+MN/+N2zYHbX0w8Hhvhpl5QSyFQdf9dgpr6xubW8Xt0s7u3v5B+fCoaaJEM95gkYx0O6CGS6F4AwVK3o41p2EgeSsY38381oRrIyL1iNOY+yEdKjEQjKKV/O6IYjrJeqm88LJeueJW3TnIKvFyUoEc9V75q9uPWBJyhUxSYzqeG6OfUo2CSZ6VuonhMWVjOuQdSxUNufHT+dEZ ObNKnwwibUshmau/J1IaGjMNA9sZUhyZZW8m/ud1Ehzc+KlQcYJcscWiQSIJRmSWAOkLzRnKqSWUaWFvJWxENWVocyrZELzll1dJ87LquVXv4apSu83jKMIJnMI5eHANNbiHOjSAwRM8wyu8ORPnxXl3PhatBSefOYY/cD5/ANzwkiQ=</latexit><latexit sha1_base64="kwp7ez4Fp92wxJXvNFIj8JcLAy8=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBiyURQY9FLx4r2A9oQ9lst+3SzSb uTgol5Hd48aCIV3+MN/+N2zYHbX0w8Hhvhpl5QSyFQdf9dgpr6xubW8Xt0s7u3v5B+fCoaaJEM95gkYx0O6CGS6F4AwVK3o41p2EgeSsY38381oRrIyL1iNOY+yEdKjEQjKKV/O6IYjrJeqm88LJeueJW3TnIKvFyUoEc9V75q9uPWBJyhUxSYzqeG6OfUo2CSZ6VuonhMWVjOuQdSxUNufHT+dEZ ObNKnwwibUshmau/J1IaGjMNA9sZUhyZZW8m/ud1Ehzc+KlQcYJcscWiQSIJRmSWAOkLzRnKqSWUaWFvJWxENWVocyrZELzll1dJ87LquVXv4apSu83jKMIJnMI5eHANNbiHOjSAwRM8wyu8ORPnxXl3PhatBSefOYY/cD5/ANzwkiQ=</latexit><latexit sha1_base64="kwp7ez4Fp92wxJXvNFIj8JcLAy8=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBiyURQY9FLx4r2A9oQ9lst+3SzSb uTgol5Hd48aCIV3+MN/+N2zYHbX0w8Hhvhpl5QSyFQdf9dgpr6xubW8Xt0s7u3v5B+fCoaaJEM95gkYx0O6CGS6F4AwVK3o41p2EgeSsY38381oRrIyL1iNOY+yEdKjEQjKKV/O6IYjrJeqm88LJeueJW3TnIKvFyUoEc9V75q9uPWBJyhUxSYzqeG6OfUo2CSZ6VuonhMWVjOuQdSxUNufHT+dEZ ObNKnwwibUshmau/J1IaGjMNA9sZUhyZZW8m/ud1Ehzc+KlQcYJcscWiQSIJRmSWAOkLzRnKqSWUaWFvJWxENWVocyrZELzll1dJ87LquVXv4apSu83jKMIJnMI5eHANNbiHOjSAwRM8wyu8ORPnxXl3PhatBSefOYY/cD5/ANzwkiQ=</latexit><latexit sha1_base64="kwp7ez4Fp92wxJXvNFIj8JcLAy8=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBiyURQY9FLx4r2A9oQ9lst+3SzSb uTgol5Hd48aCIV3+MN/+N2zYHbX0w8Hhvhpl5QSyFQdf9dgpr6xubW8Xt0s7u3v5B+fCoaaJEM95gkYx0O6CGS6F4AwVK3o41p2EgeSsY38381oRrIyL1iNOY+yEdKjEQjKKV/O6IYjrJeqm88LJeueJW3TnIKvFyUoEc9V75q9uPWBJyhUxSYzqeG6OfUo2CSZ6VuonhMWVjOuQdSxUNufHT+dEZ ObNKnwwibUshmau/J1IaGjMNA9sZUhyZZW8m/ud1Ehzc+KlQcYJcscWiQSIJRmSWAOkLzRnKqSWUaWFvJWxENWVocyrZELzll1dJ87LquVXv4apSu83jKMIJnMI5eHANNbiHOjSAwRM8wyu8ORPnxXl3PhatBSefOYY/cD5/ANzwkiQ=</latexit>
vl 1
<latexit sha1_base64="yjPbmIBpEmsUZmTNmWy5U8KlIGg=">AAAB8HicbVBNS8NAEJ3Ur1q/oh69LBbBiyURQY9FLx4r2A9pQ9lsN+3S3U3 Y3RRKyK/w4kERr/4cb/4bt20O2vpg4PHeDDPzwoQzbTzv2ymtrW9sbpW3Kzu7e/sH7uFRS8epIrRJYh6rTog15UzSpmGG006iKBYhp+1wfDfz2xOqNIvlo5kmNBB4KFnECDZWesomeT/jF37ed6tezZsDrRK/IFUo0Oi7X71BTFJBpSEca931vcQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOr DFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10E2RMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K//PIqaV3WfK/mP1xV67dFHGU4gVM4Bx+uoQ730IAmEBDwDK/w5ijnxXl3PhatJaeYOYY/cD5/AMxdkGM=</latexit><latexit sha1_base64="yjPbmIBpEmsUZmTNmWy5U8KlIGg=">AAAB8HicbVBNS8NAEJ3Ur1q/oh69LBbBiyURQY9FLx4r2A9pQ9lsN+3S3U3 Y3RRKyK/w4kERr/4cb/4bt20O2vpg4PHeDDPzwoQzbTzv2ymtrW9sbpW3Kzu7e/sH7uFRS8epIrRJYh6rTog15UzSpmGG006iKBYhp+1wfDfz2xOqNIvlo5kmNBB4KFnECDZWesomeT/jF37ed6tezZsDrRK/IFUo0Oi7X71BTFJBpSEca931vcQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOr DFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10E2RMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K//PIqaV3WfK/mP1xV67dFHGU4gVM4Bx+uoQ730IAmEBDwDK/w5ijnxXl3PhatJaeYOYY/cD5/AMxdkGM=</latexit><latexit sha1_base64="yjPbmIBpEmsUZmTNmWy5U8KlIGg=">AAAB8HicbVBNS8NAEJ3Ur1q/oh69LBbBiyURQY9FLx4r2A9pQ9lsN+3S3U3 Y3RRKyK/w4kERr/4cb/4bt20O2vpg4PHeDDPzwoQzbTzv2ymtrW9sbpW3Kzu7e/sH7uFRS8epIrRJYh6rTog15UzSpmGG006iKBYhp+1wfDfz2xOqNIvlo5kmNBB4KFnECDZWesomeT/jF37ed6tezZsDrRK/IFUo0Oi7X71BTFJBpSEca931vcQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOr DFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10E2RMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K//PIqaV3WfK/mP1xV67dFHGU4gVM4Bx+uoQ730IAmEBDwDK/w5ijnxXl3PhatJaeYOYY/cD5/AMxdkGM=</latexit><latexit sha1_base64="yjPbmIBpEmsUZmTNmWy5U8KlIGg=">AAAB8HicbVBNS8NAEJ3Ur1q/oh69LBbBiyURQY9FLx4r2A9pQ9lsN+3S3U3 Y3RRKyK/w4kERr/4cb/4bt20O2vpg4PHeDDPzwoQzbTzv2ymtrW9sbpW3Kzu7e/sH7uFRS8epIrRJYh6rTog15UzSpmGG006iKBYhp+1wfDfz2xOqNIvlo5kmNBB4KFnECDZWesomeT/jF37ed6tezZsDrRK/IFUo0Oi7X71BTFJBpSEca931vcQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOr DFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10E2RMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K//PIqaV3WfK/mP1xV67dFHGU4gVM4Bx+uoQ730IAmEBDwDK/w5ijnxXl3PhatJaeYOYY/cD5/AMxdkGM=</latexit>
v0l<latexit sha1_base64="iC7oOzndewqcErDcFnL3pHeGfyA=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK pq20sWy2m3bp7ibsbgol5Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5YcKZNq777ZTW1jc2t8rblZ3dvf2D6uFRS8epItQnMY9VJ8Saciapb5jhtJMoikXIaTsc38789oQqzWL5YKYJDQQeShYxgo2VHrNJ3s94/uT2qzW37s6BVolXkBoUaParX71BTFJBpSEc a9313MQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOrDFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10HWRMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K3/PIqaV3UPbfu3V/WGjdFHGU4gVM4Bw+uoAF30AQfCAh4hld4c5Tz4rw7 H4vWklPMHMMfOJ8/FfmQkw==</latexit><latexit sha1_base64="iC7oOzndewqcErDcFnL3pHeGfyA=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK pq20sWy2m3bp7ibsbgol5Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5YcKZNq777ZTW1jc2t8rblZ3dvf2D6uFRS8epItQnMY9VJ8Saciapb5jhtJMoikXIaTsc38789oQqzWL5YKYJDQQeShYxgo2VHrNJ3s94/uT2qzW37s6BVolXkBoUaParX71BTFJBpSEc a9313MQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOrDFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10HWRMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K3/PIqaV3UPbfu3V/WGjdFHGU4gVM4Bw+uoAF30AQfCAh4hld4c5Tz4rw7 H4vWklPMHMMfOJ8/FfmQkw==</latexit><latexit sha1_base64="iC7oOzndewqcErDcFnL3pHeGfyA=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK pq20sWy2m3bp7ibsbgol5Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5YcKZNq777ZTW1jc2t8rblZ3dvf2D6uFRS8epItQnMY9VJ8Saciapb5jhtJMoikXIaTsc38789oQqzWL5YKYJDQQeShYxgo2VHrNJ3s94/uT2qzW37s6BVolXkBoUaParX71BTFJBpSEc a9313MQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOrDFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10HWRMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K3/PIqaV3UPbfu3V/WGjdFHGU4gVM4Bw+uoAF30AQfCAh4hld4c5Tz4rw7 H4vWklPMHMMfOJ8/FfmQkw==</latexit><latexit sha1_base64="iC7oOzndewqcErDcFnL3pHeGfyA=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK pq20sWy2m3bp7ibsbgol5Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5YcKZNq777ZTW1jc2t8rblZ3dvf2D6uFRS8epItQnMY9VJ8Saciapb5jhtJMoikXIaTsc38789oQqzWL5YKYJDQQeShYxgo2VHrNJ3s94/uT2qzW37s6BVolXkBoUaParX71BTFJBpSEc a9313MQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOrDFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10HWRMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K3/PIqaV3UPbfu3V/WGjdFHGU4gVM4Bw+uoAF30AQfCAh4hld4c5Tz4rw7 H4vWklPMHMMfOJ8/FfmQkw==</latexit> v
1
l<latexit sha1_base64="Pwrqjrl76aJU0UDyJCmR+5mxG2o=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKp q20sWy2m3bp7ibsbgol5Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5YcKZNq777ZTW1jc2t8rblZ3dvf2D6uFRS8epItQnMY9VJ8Saciapb5jhtJMoikXIaTsc38789oQqzWL5YKYJDQQeShYxgo2VHrNJ3s94/uT1qzW37s6BVolXkBoUaParX71BTFJBpSEca 9313MQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOrDFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10HWRMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K3/PIqaV3UPbfu3V/WGjdFHGU4gVM4Bw+uoAF30AQfCAh4hld4c5Tz4rw7H4 vWklPMHMMfOJ8/F32QlA==</latexit><latexit sha1_base64="Pwrqjrl76aJU0UDyJCmR+5mxG2o=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKp q20sWy2m3bp7ibsbgol5Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5YcKZNq777ZTW1jc2t8rblZ3dvf2D6uFRS8epItQnMY9VJ8Saciapb5jhtJMoikXIaTsc38789oQqzWL5YKYJDQQeShYxgo2VHrNJ3s94/uT1qzW37s6BVolXkBoUaParX71BTFJBpSEca 9313MQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOrDFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10HWRMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K3/PIqaV3UPbfu3V/WGjdFHGU4gVM4Bw+uoAF30AQfCAh4hld4c5Tz4rw7H4 vWklPMHMMfOJ8/F32QlA==</latexit><latexit sha1_base64="Pwrqjrl76aJU0UDyJCmR+5mxG2o=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKp q20sWy2m3bp7ibsbgol5Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5YcKZNq777ZTW1jc2t8rblZ3dvf2D6uFRS8epItQnMY9VJ8Saciapb5jhtJMoikXIaTsc38789oQqzWL5YKYJDQQeShYxgo2VHrNJ3s94/uT1qzW37s6BVolXkBoUaParX71BTFJBpSEca 9313MQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOrDFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10HWRMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K3/PIqaV3UPbfu3V/WGjdFHGU4gVM4Bw+uoAF30AQfCAh4hld4c5Tz4rw7H4 vWklPMHMMfOJ8/F32QlA==</latexit><latexit sha1_base64="Pwrqjrl76aJU0UDyJCmR+5mxG2o=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKp q20sWy2m3bp7ibsbgol5Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5YcKZNq777ZTW1jc2t8rblZ3dvf2D6uFRS8epItQnMY9VJ8Saciapb5jhtJMoikXIaTsc38789oQqzWL5YKYJDQQeShYxgo2VHrNJ3s94/uT1qzW37s6BVolXkBoUaParX71BTFJBpSEca 9313MQEGVaGEU7zSi/VNMFkjIe0a6nEguogmx+cozOrDFAUK1vSoLn6eyLDQuupCG2nwGakl72Z+J/XTU10HWRMJqmhkiwWRSlHJkaz79GAKUoMn1qCiWL2VkRGWGFibEYVG4K3/PIqaV3UPbfu3V/WGjdFHGU4gVM4Bw+uoAF30AQfCAh4hld4c5Tz4rw7H4 vWklPMHMMfOJ8/F32QlA==</latexit>vˆ
1
l<latexit sha1_base64="qUSi4jWUe9ccggXbh9mcjy12Ut4=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK9 gPaWDbbbbt0s4m7k0IJ+R1ePCji1R/jzX/jts1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmijRjDdYJCPdDqjhUijeQIGSt2PNaRhI3grGtzO/NeHaiEg94DTmfkiHSgwEo2glvzuimE6yXiqzR69XrrhVdw6ySrycVCBHvVf+6vYjloRcI ZPUmI7nxuinVKNgkmelbmJ4TNmYDnnHUkVDbvx0fnRGzqzSJ4NI21JI5urviZSGxkzDwHaGFEdm2ZuJ/3mdBAfXfipUnCBXbLFokEiCEZklQPpCc4ZyagllWthbCRtRTRnanEo2BG/55VXSvKh6btW7v6zUbvI4inACp3AOHlxBDe6gDg1g8ATP8ApvzsR5cd 6dj0VrwclnjuEPnM8fKBCSVQ==</latexit><latexit sha1_base64="qUSi4jWUe9ccggXbh9mcjy12Ut4=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK9 gPaWDbbbbt0s4m7k0IJ+R1ePCji1R/jzX/jts1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmijRjDdYJCPdDqjhUijeQIGSt2PNaRhI3grGtzO/NeHaiEg94DTmfkiHSgwEo2glvzuimE6yXiqzR69XrrhVdw6ySrycVCBHvVf+6vYjloRcI ZPUmI7nxuinVKNgkmelbmJ4TNmYDnnHUkVDbvx0fnRGzqzSJ4NI21JI5urviZSGxkzDwHaGFEdm2ZuJ/3mdBAfXfipUnCBXbLFokEiCEZklQPpCc4ZyagllWthbCRtRTRnanEo2BG/55VXSvKh6btW7v6zUbvI4inACp3AOHlxBDe6gDg1g8ATP8ApvzsR5cd 6dj0VrwclnjuEPnM8fKBCSVQ==</latexit><latexit sha1_base64="qUSi4jWUe9ccggXbh9mcjy12Ut4=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK9 gPaWDbbbbt0s4m7k0IJ+R1ePCji1R/jzX/jts1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmijRjDdYJCPdDqjhUijeQIGSt2PNaRhI3grGtzO/NeHaiEg94DTmfkiHSgwEo2glvzuimE6yXiqzR69XrrhVdw6ySrycVCBHvVf+6vYjloRcI ZPUmI7nxuinVKNgkmelbmJ4TNmYDnnHUkVDbvx0fnRGzqzSJ4NI21JI5urviZSGxkzDwHaGFEdm2ZuJ/3mdBAfXfipUnCBXbLFokEiCEZklQPpCc4ZyagllWthbCRtRTRnanEo2BG/55VXSvKh6btW7v6zUbvI4inACp3AOHlxBDe6gDg1g8ATP8ApvzsR5cd 6dj0VrwclnjuEPnM8fKBCSVQ==</latexit><latexit sha1_base64="qUSi4jWUe9ccggXbh9mcjy12Ut4=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cK9 gPaWDbbbbt0s4m7k0IJ+R1ePCji1R/jzX/jts1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmijRjDdYJCPdDqjhUijeQIGSt2PNaRhI3grGtzO/NeHaiEg94DTmfkiHSgwEo2glvzuimE6yXiqzR69XrrhVdw6ySrycVCBHvVf+6vYjloRcI ZPUmI7nxuinVKNgkmelbmJ4TNmYDnnHUkVDbvx0fnRGzqzSJ4NI21JI5urviZSGxkzDwHaGFEdm2ZuJ/3mdBAfXfipUnCBXbLFokEiCEZklQPpCc4ZyagllWthbCRtRTRnanEo2BG/55VXSvKh6btW7v6zUbvI4inACp3AOHlxBDe6gDg1g8ATP8ApvzsR5cd 6dj0VrwclnjuEPnM8fKBCSVQ==</latexit>
⇡˜
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(c)
Fig. 7. (a) Case (i), the dashed arrow represents that the tail node is on the
path starting from the head node, with intermediate nodes omitted. v1n enters
repo because another node with value = 1 is in frontier or explored, shown
as a node with number 1 inside on its left. (b) Case (iii), nodes vˆ0l and vˆ
1
l
are in frontier or explored; nodes v0l and v
1
l are in repo; (c) Case (iv), all
nodes between vˆ1l and v
1
m are assigned 1. The level of the first node with
value = 1 on subpath p˜i∗ can be higher, equal or lower than the level of
v1m.
not exist a third node in explored or frontier with the same
value and level as v0l or v
1
l , see Fig. 7(a). Therefore, no node
with level = l + 1 is in frontier or explored. Moreover, v0l
is selected before v1l since it has higher priority. Expanding
v0l , our algorithm generates two children v
0
l+1 and v
1
l+1. If the
(l+ 1)-th sensor is attack-free, then both these children nodes
will enter frontier. The algorithm will continue expanding
nodes on the path starting from v0l . When the search algorithm
reaches the first node with value = 1 on p˜i∗, denoted by v1m,
then either v1m will enter frontier and Alg. 1 will continue
expanding it, or v1m will enter repo and the algorithm will
expand v1l . Since, v
0
l has been expanded, the children of v
1
l
will enter repo. Moreover, v1m will be selected from repo
before the children of v1l since it has higher priority. Therefore,
the algorithm continues searching on the path starting from v0l .
Since we assume that the assignment corresponding to pi is the
output, the algorithm should switch to searching the children
of v1l eventually. In order to expand the children of v
1
l , except
for v1m, there must exist another node on p˜i
∗ with value 1,
denoted by v1n, and it should be put in repo. This is because if
v1n enters frontier, the search will still advance on p˜i
∗. But if v1n
enters repo, the children of v1l will exit repo before v
1
n, since
they contain fewer number of attacked sensors. Meanwhile,
the set explored is emptied. However, the counterpart vˆ1n of
v1n on p˜i will also enter repo, since the algorithm will take
identical steps searching p˜i as when searching p˜i∗. But v1n has
higher priority than vˆ1n, therefore, the algorithm switches to
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searching p˜i∗ again. Following this logic, we conclude that
the search on p˜i never surpasses that on p˜i∗. Intuitively, for
those nodes that are assigned 1 on p˜i∗, the nodes on p˜i will be
assigned 1 as well, since all feasible paths should detect all
attacked sensors correctly. Furthermore, the zero assignments
on p˜i are a subset of those on p˜i∗. The nodes on p˜i∗ always
have the advantage over their counterparts on p˜i with the same
value and level in terms of priority since the optimal path
has the least number of attacked sensors. In addition, v0l is
expanded before v1l . Therefore, the last node on the optimal
path will exit frontier before the last node on the suboptimal
path. Thus, it is impossible that the suboptimal path is fully
formed before the optimal one.
(ii) Both v0l and v
1
l are added to the reserved queue repo.
If v0l is selected from repo before v
1
l , frontier only contains
v0l and explored is empty. Thus, the algorithm starts searching
nodes on the path starting from v0l , as if v
0
l is the new root. As
we have discussed in (i), the algorithm will continue searching
on the path starting from v0l . In order to expand v
1
l , since v
1
l
is on the suboptimal path that corresponds to the output of the
algorithm, there must exist a second node v1n with value = 1
which enters repo. Then v1l can be selected from from repo.
But even in this case, when v1l is selected for expansion, the
counterpart vˆ1n of v
1
n on the subpath starting from v
1
l still enters
repo. Same as in (i), the search on p˜i never surpasses that on
p˜i∗
(iii) v1l is added to the frontier queue but v
0
l is added to the
queue repo. The graphical illustration of this case is shown in
Fig. 7(b). If v0l is added to the queue repo, then a node vˆ
0
l
with the same value and level as v0l is already in the queue
frontier or the set explored. Therefore, the parent vˆl−1 of node
vˆ0l , with same level as vl−1, is expanded before vl−1. Note that
only when vˆl−1 has higher or equal priority than vl−1, can
vˆl−1 be expanded before vl−1. The reason is that if vl−1 has
higher priority than vˆl−1, then the only way that vˆl−1 can be
expanded before vl−1 is if vl−1 or one of its predecessor on pi∗
are in the queue repo and remain there until they are selected.
When this happens, the set explored is emptied and frontier
contains only vl−1 itself or its predecessor. Therefore, there
is no need to check whether an equivalent node is in frontier
or explored, and v0l will not enter repo. Thus, vl−1 can not
have higher priority than vˆl−1. Since vˆl−1 is expanded before
vl−1, vˆ1l enters frontier or repo (because an equivalent node is
in frontier or explored) before vl−1 is expanded. This means
that v1l will be put in repo, a contradiction. Hence, case (iii)
is impossible.
(iv) v0l is added to the frontier queue but v
1
l is added to
the queue repo. Like case (iii), since v1l is put in repo when
expanding vl−1, there exists a node vˆl−1 that is expanded
before vl−1 and vˆ1l is in frontier or explored. Since v
0
l can
enter frontier, we have that vˆ0l is invalid, see Fig. 7(c). vˆ
0
l being
invalid means that the observation matrix corresponding to the
path leading to vˆl−1 has full rank or sensor l is under attack.
However, the true attack assignment to sensor l is 0, thus the
first case holds. Then, vˆ0l makes the system of linear equations
overdetermined and inconsistent, meaning an attacked sensor
is mistreated as attack-free on the path leading to vˆ0l . Thus, for
the following nodes on the path starting from vˆ1l that shares
the same parent vˆl−1 with vˆ0l , value can only be set to 1 when
those nodes are generated. Assume that when Alg. 1 expands
vl−1, the highest node that is in frontier or repo on the path
starting from vˆ1l is v
1
m. Since the algorithm switches to search
vl−1, we have that vl−1 has fewer attacked sensors than v1m.
After the algorithm switches back to search vl−1, we analyze
what will happen next by the relationship between the level
of the first node with value = 1 on p˜i∗ and the level of v1m.
(a) If the level of the first node with value 1 on p˜i∗ is less
than or equal to the level of v1m, this node will enter repo and
exit repo before v1l . (b) If the first node on p˜i
∗ with value
1 is at a higher level than v1m, then the search will advance
on p˜i∗ until reaching the second node with value 1. But this
node will enter frontier instead of repo, hence, the search will
continue on p˜i∗. The search on p˜i never surpasses that on p˜i∗.
We conclude that, except case (iii) which does not occur,
in the other three cases the algorithm always switches back
to expanding the optimal path. This means that the optimal
path is formed first, which contradicts our assumption that the
suboptimal path is formed before the optimal one, completing
the proof.
